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[bookmark: _Toc351465131]COVA PunchOut Guide 
The Commonwealth of Virginia (COVA) has specific PunchOut Catalog requirements. This Guide will help you to identify possible gaps with your eVA punchout implementation and speed up the integration process with your organization.
[bookmark: _Toc351465132]Registration
eVA: Vendors are required to be registered with eVA, Virginia’s electronic procurement system. Vendors can register at http://www.eva.virginia.gov/vendors/index.htm . You must select electronic as your preferred ordering method.
Ariba: eVA uses the Ariba Supplier Network (ASN) for PunchOut services. Vendors must be registered with Ariba. Vendors can register at https://supplier.ariba.com  
[bookmark: _Toc351465133]Ariba Supplier Network (ASN)
[bookmark: 370881]Your company needs to have an ASN relationship with COVA for any transaction through ASN. ASN now forwards all PunchOut requests to the URL specified in your cXML profile. To specify the PunchOut URL that is actually used, click:  Administration >Configuration>Electronic Order Routing>Configure cXML setup. The PunchOut URL for Ariba must be HTTPS (secured). HTTP may be used for testing, but the site must be secure before it can be deployed in production.
Please Note: Redirecting to a HTTP site after a punch-out session has been established as well as referencing images, or any other files that are located on a HTTP site may cause session problems for the users. It is highly recommended that your PunchOut site be completely in a HTTPS (secured) environment.
COVA requires testing of your Production PunchOut site from eVA’s test instance. Please make sure your Production PunchOut site accepts PunchOut Setup Requests from eVA’s test instance. (You may need to change your Authentication Logic)
eVA’s ASN IDs are: 
· Production Network ID: AN01000032826
· Test Network ID: AN01000032826-T
[bookmark: _Toc351465134]Punchout Return Message 
Required item level elements in the PunchOutOrderMessage:
· SupplierPartID
· ItemDescripton
· UNSPSC Code
· UnitPrice
· UnitOfMeasure
· ContractNumber (if applicable)
SupplierPartID: The eVA system requires SupplierPartID be passed with each line item. This ID is determined by the PunchOut vendor.
ItemDescription: The eVA system requires a detailed item description be passed with each line item. 
UNSPSC Requirements: The eVA system requires a UNSPSC code be returned with each line item. eVA uses UNSPSC Version 10.05. *NOTE: If you are using a different version of the codes you will be required to provide COVA a list of the distinct UNSPSC codes used for your PunchOut items which can be downloaded at http://www.eva.virginia.gov/vendors/pages/catalogcreation.htm
UnitPrice: The eVA system requires a unit price be passed with each line item. A maximum of 10 digits is allowed before the decimal and 5 after.  Prices should normally include any consideration for shipping charges and should not include Sales Tax.
Contract Punchouts:  prices must be consistent with the terms of the contract, typically FOB destination.
Shipping Charges:  if necessary, and allowed, should be returned as a separate line item. The UNSPSC codes for freight and shipping are FREIGHTX and SHIPPING.
Sales Tax:  normally orders from the Commonwealth are tax exempt, but should there be a situation requiring sales tax, these charges should not be passed back in the PunchOutOrder Message. The tax amount can be displayed on the Punchout site to alert the buyer but should not be passed back in the Shopping Cart. The sales tax should be put on the corresponding Invoice as a separate item.
UnitsOfMeasure: The eVA system requires a UnitOfMeasure be passed with each line item. eVA uses UNUOM (United Nations Unit of Measure) standards and the use of capital letters is required. The UNUOM list can be found at http://www.eva.virginia.gov/vendors/pages/catalogcreation.htm . 
Contract Number: COVA requires the Punch-out vendor to pass the item’s associated contract number in an extrinsic field named ‘evacontractnumber.’
Special Characters: The setup and programming for the site must allow for special characters and specifically for the & symbol
Requisition Changes & Change Orders: The Punch-out site must support changes to a Requisition.  These changes may be to an in-process Requisition or to a Requisition that has already generated an Order.  Buyers must be allowed to add, delete, or cancel items.  This functionality must also support the deleting/canceling of all items on a Requisition. Change orders must be allowed to the original cart/purchase for a minimum of 2 years.


Contract and Non Contract Sites: eVA does not allow a mix of contract items and non-contract items on the same Punch-out site.  Separate sites must be established.
Punch-out Site Access: The Punch-out site will utilize available data elements in the PunchoutSetupRequest to identify/authenticate the user and organization.  There are sufficient user and organization information in these elements to allow a Punch-out site to trigger specific pricing or products list presentation. 
· User should not be required to login to a Punch-out site.
· If accounts must be pre-established, the Punch-out site should automate this setup using information provided in the PunchoutSetupRequest data elements.  
· Punch-out connection errors that occur on the site due to situations such as ‘account does not exist’ should present an error screen that explains the problem and provides directions to the user.
· Commonly used organization specific data element:  the Ship-To and Bill-To fields are organization specific.  Valid Ship-To/Bill-To identifiers can be made available to vendors to allow pre-setup of accounts.  The file is located at http://www.eva.virginia.gov/learn-about-eva/billtshiptointro.htm.  This should be updated frequently as new users are added often.
Connection Limits: COVA has 15000+ buyers who are using the eVA system.  The Punch-out site should not have any limitation to the number of concurrent connections.  If the site does have a limit, this information must be communicated immediately for assessment by the eVA technical team.
Time Out: Due to the nature of COVA’s purchasing environment we expect users to be allowed 1 hour prior to being timed out.
Cookies & Browser Privacy Settings: The Internet Explorer (IE) V6 or higher considers any cookies sent from the second machine to be “third party”. Third party cookies will be blocked automatically in most privacy settings if not accompanied by what MS considers “an appropriate Compact Policy”. Usually, the level of privacy setting for eVA buyer IE browser is configured to “Medium”.  Punch-out sites should be designed with an allowance for this typical setting to prevent eVA buyers from having an access problem. 
Testing: Your Punch-out site will be tested prior to making the site available in eVA production for eVA buyers. Tests that COVA will be performing will include but not be limited to:
Orders: Testing of orders originating from the Punch-out site and orders placed as a Non-Catalog Orders to ensure functionally allows:
· Requisition Changes and Change Orders to catalog item(s) or the deleting/canceling of all items on a requisition. Test will also ensure that other lines are not changed e.g. line items are not re-numbered, etc. 
· Comments
· Attachments
· Cancellations

Required Elements: COVA will verify all Required Elements are being passed at the Line Item level
[bookmark: _Toc351465135]Site Review
Terms and Conditions/Terms of Use (etc): COVA Terms & Conditions will apply to all purchases. Punch-out Sites should not have separate Terms & Conditions.
Customer Service: COVA expects some Customer Service be available via the Punch-out site, i.e. contacts/phone numbers/user guides, etc.
External Links: COVA does permit any link to allow a user to leave their Ariba session.
Indicators (e.g. icons, terms, etc)
The use of any indicators in a punch-out catalog that could imply items are under contract with the Commonwealth of Virginia when they are not is unacceptable. 
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