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NOTE TO PROSPECTIVE OFFERORS. Y ou are requested to review the
provisions of RFP Section 4.2.7. to promote a clear understanding of the words
“must”, “shall”, “should” and “may” as used in this Request For Proposals
document.
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The purpose of this Request for Proposals (RFP) isto solicit sealed proposals to establish a contract with one
source, through competitive negotiations, for an Electronic Procurement Solution (“Solution™) for the
Commonwedth of Virginia

BACKGROUND:

2.1. Exiging Procurement Environment — The COV A Perspective

Commonwedth of Virginia procurement activities are extraordinarily decentralized and encompass a
large number of organizationsincuding:

2.1.1.

21.2.

More than 250 state agencies, indtitutions and other sate entities.

Approximately 185 state agencies, ingitutions and other sate entities.

Many other public bodies such as public schoals, airports, digtricts, authorities and
commissons.

The COVA vendor community estimated at more than 50,000 vendors which receive
450,000 individual smdl purchase charge card transactions annudly and submit 352,000
financid EDI invoices annudly.

The Department of Generd Services, Divison of Purchases and Supply (DGS/DPS) isthe
Commonwedth’s centrd purchasing agency. The Agency Procurement and Surplus Property
Manua (APSPM) is published by DGS/DPS under the authority of Section 2.1-442 of the
Code of Virginia, and establishes the policies and procedures to be followed by state agencies
and inditutions in fulfilling procurement and rdaed logidtica respongihilities within their
ddegated limits. These published policies and procedures are established, by DGS/DPS, to
ensure compliance with the Virginia Public Procurement Act (VPPA). Copies of the APSPM
and the VPPA can be downloaded from the DGS/DPS website at www.dgs.state.val/dps.

DGSDPSis dso responsble for the development of statewide term (requirement-type)
contracts that can be utilized by al state agencies, indtitutions and public bodies. 1n addition,
DGS/DPS currently provides procurement transaction services to state agencies and ingditutions
for individua purchase transactions that exceed their delegated purchasing limit or for which
they request procurement assistance.

Approximately five (5) sate agencies and ingtitutions (including the Virginia Port Authority,
Virginia Economic Development Partnership, Virginia Tourism Authority, Medica College of
VirginiaHospita Authority, and the Virginia Retirement System) are exempt from the Virginia
Public Procurement Act. The remaining Sate agencies and indtitutions have a genera delegation
of purchasing authority which includes, but is not limited to, individud purchase transactions up
to $30,000 for items which are not on statewide term contracts. State agencies and ingtitutions
have unlimited authority for purchase transactions using Satewide term contracts and for the
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purchase of sarvices. Many state agencies and ingtitutions have qudified for additiond,
including unlimited, delegated purchasing authority. When exercising their delegated purchasing
authority, state agencies and ingtitutions are required to comply with the policies and procedures
st forth in the DGS/DPS APSPM or they may, at their own discretion, establish additiona
more restrictive policies and procedures.

2.1.3. Public bodies (e.g., towns, counties, localities, political subdivisons, etc.) do not fall under the
procurement oversight of the DPS/DGS centra procurement agency. They are, however,
required to comply with the provisions of the Virginia Public Procurement Act (VPPA).

Neither decentrdization or centraization of procurement activity optimizes the procurement process.
Decentralization ensures that procurement is closer to the customer and thereby increases
responsiveness to customer requirements. At the same time, decentraization frequently promotes
inefficiencies and increased codts for those processes that are decentraized but lend themsalvesto a
uniform centraized solution. For example, the current decentralized gpproach to vendor registration
requires that vendors register with individua agencies, indtitutions and public bodies. This decentrdized
vendor regigtration processis resource intensve for vendors wanting to do business with the
Commonwedth and as aresult associated codts are passed to the Commonwedlth. In addition, the
Commonwedlth incurs additiona costs for hardware, software, and resources required to support
vendor regidration at multiple agencies, indtitutions and public bodies. Clearly it makes more senseto
have acentral vendor registration.

Due to its decentrdized procurement environment, the Commonwedth lacks vishility over the
approximate $6 billion in procurements transacted annudly. |f the Commonwesdlth had this information,
procurement patterns could be effectively andyzed to determine how best to leverage the
Commonwedth’s buying power and to obtain the best value for goods and services.

Technology can be used to accommodate the vaues of a decentraized environment while a the same
time promote centrdization of functions and data management appropriate to provide vishility and
information necessary to enable the Commonwedlth to leverage its buying power. Effective utilization of
technology can promote a balanced approach to decentralized and centralized procurement thereby
optimizing efficiencies of the statewide procurement functions and promoting interfaces with existing loca
automated purchasing and financid systems.

Existing Technica Environment — The COVA Perspective

Information Systems Technology Servicesin the Commonwedth are extraordinarily decentrdized.

Most COVA Entities provide their own hardware, software, and technology support services. In July
1999, the legidature created the Secretary of Technology position and established the Council on
Technology Services (COTS) an advisory board to the Secretary of Technology. COTS has
representatives from executive, judicia, and legidative branches, loca government, and State universties.
There are severd centrd office functions that report to Secretary of Technology.
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The Department of Technology Planning (DTP) is responsible for technical planning, executive branch
IT policies, procedures, and guiddines, and development of the state enterprise architecture standards.

The Department of Information Technology (DIT) provides shared mainframe and midrange computing
support, satewide information technology contracts, statewide telecommunication services and
contracts, multi-media and teleconferencing services, and technica consulting services. DIT supports
IBM, Unisys, and Unix computing platforms. Two state networks, Network Virginia(ATM) and
Commonwedth Telecommunication Network (Frame relay), are managed by DIT. A new contract for
telecommunication services has been avarded. Beginning July 2000, the two existing state networks
will be consolidated into one common network. DIT aso manages the Internet domain — state.va.us —
providing DNS regigtration services for the domain. DIT acts as an interna Internet service provider for
agencies without loca area networks, mail systems, or direct Internet connections.

COVA Entities have access to high bandwidth Internet connections ranging from fractal T1 to 155 mbs.
Many agency branch locations and correctiond ingtitutions utilize did-up networking to access the
Internet. These did-up connections can range from ISDN to static-prone anadog voice lines that can
only support 44,000 bps or dower connect speeds.  Loca government entities have the same
diverdity. Large urban governments have high speed Internet connections while some counties may only
have did-up capahilities.

Desktop computing is not standardized across COVA Entities. Asin the private sector, Microsoft
operating systems and office gpplications dominate, but Unix and Macintosh systems are aso used.
Web browsers are varied with AOL, Internet Explorer, and Netscape dominating. Most organizations
support SMTPIMAP gateways into their email systems.

State agencies, ingitutions, and universities are required to report expenditure and budgeting data to the
Department of Accounts (DOA). Many COVA Entities meet this requirement via ASCI| file data
transfer between agency-based accounting systems and DOA’s Commonwed th Accounting &
Reporting System (CARS). CARSisan IBM mainframe gpplication usng Adabas database
management system. Annualy, DOA processes approximately 1.3 million general warrant checks
(includes vendor payments, employee travel rembursements, and revenue refunds), 450,000 individua
smdll purchase charge card transactions, and 352,000 financia EDI vendor invoices.

All state agencies are required to manage state employee records using the state Personnd Management
Information System (PMI1S). PMISis a Unisys mainframe application, which provides limited file
transfer cgpabilities (twice per month), and no direct system to system access. PMI S tracks full-time
classfied and wage employees. Contract and part-time employees are managed at the agency levd.

Loca government, judicid and legidative entities process their own payment transactions and maintain
their own personnel records.

Many COVA Entities maintain enterprise resource planning systems (ERPS) or financid accounting
sysems. Recent implementations include PeopleSoft Public Sector Financids (versons 5.X —7.5),
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Oracle Financids, KPMG Famous and APICS, and SCT Higher Education Adminigtration Systems.

COVA iscurrently designing a public key infrastructure (PK1) to support the use of digital Sgnatures.
Although the initia e-procurement rollout will not require the use of digita signatures, subsequent
implementations may require the use of digitd sgnature technology.

The e-procurement gpplication service provider should accommodate the diversity, described in this
section, through the support of multiple browsers, limiting desktop computing requirements, using
drategies to minimize required bandwidth and providing flexible system data exchange options.

Procurement Vision for the Future

The Commonwed th’ s procurement function will remain decentraized and close to the customer
permitting a greater understanding of customer requirements and flexibility in meeting those requirements.
Agencies, indtitutions and public bodies (COVA Entities) will develop cregtive and innovative
procurement approaches to improve customer support.

At the same time, there will be a hosted web based procurement solution that will support the
decentrdized procurement environment through an electronic procurement porta on the Internet. This
porta will dlow COVA Entities and vendors to access information needed for conducting businessin
the Commonwedth including solicitations and contract awards. The porta will host tools such as centrd
vendor registration and the dectronic mall for on-line buying. These toolswill enable the
Commonwedlth to leverage its buying power through increased competition.  Through the procurement
portal the Commonwedth will be able to conduct business in a decentralized manner while capturing the
efficiency and effectiveness of acentralized organization.  This solution will enable COVA Entitiesto
obtain goods and services eader, faster, and at the best vaue.

Definitions
24.1. APSPM: Commonwedth of Virginia Agency Procurement and Surplus Property Manua

published by the Department of General Services, Divison of Purchases and Supply under the
authority of Section 2.1-442 of the Code of Virginia.

2.4.2. Best and Final Offer (BAFO): Thelast offer provided by an Offeror in responseto a
Request for Proposd (RFP) and dl further negotiation ceases. When the provision for recelving
best and find offersin included in an RFP, Offerors are given the opportunity to submit a best
and find offer after negotiations have been held. After the best and find offers are submitted, no
further negotiations shal be conducted with any of the Offerors and the decision to award is
based on rescoring of the best and find offers.

2.4.3. Bid: A competitively priced offer made by an intended seller, usudly in reply to an Invitation
for Bids (IFB). Can aso refer to a price offer made at a public auction.
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Bidder: Onewho submits a competitively priced offer in response to an Invitation for Bids
(IFB).

Competitive Bidding: The offer of firm bids by individuas or firms competing for a contract,
privilege, or right to supply specified goods or services.

Competitive Sealed Bidding: A method of contractor selection which includes the following
elements. (1) issuance of awritten Invitation for Bids (IFB) containing or incorporating by
reference the specifications and contractua terms and conditions gpplicable to the procurement;
(2) public notice of the IFB at least ten days prior to the date set for receipt of bids; (3) public
opening and announcement of al bids received; (4) evduation of bids based upon the
requirements set forth in the Invitation for Bids; and (5) award to the lowest responsive and
responsible bidder.

Competitive Negotiation: A method of contractor selection which includes the following
eements: (1) issuance of awritten Request for Proposa (RFP) indicating in generd terms that
which is sought to be procured, specifying the factors which will be used in evauating the
proposa and containing or incorporating by reference the other applicable contractud terms
and conditions, including any unique capabilities or qudifications which will be required of the
contractor; and (2) public notice of the RFP at |east ten days prior to the date set for receipt of
proposals. Negotiations are conducted with selected offerors and the best proposd, as judged
againg criteria contained in the RFP, is accepted and an award issued.

Contractor: Anindividud or firm that has entered into an agreement to provide goods or
services to the Commonwedth.

COVA: Commonwedth of Virginia

COVA Entity(ies): Commonwedth of Virginia (Sate) agencies, ingtitutions, and/or public
bodies.

DGS/DPS: Department of General Services, Division of Purchases and Supply
EFT: Electronic Funds Transfer.

Electronic Invoice: Invoice data submitted eectronicaly, in a pre-agreed-to standard file
format such asthe ANSI X.12 series.

FIPS. Federa Information Processng System.
Integration: The rules, formats and functions required to pass data, commands, events, or

messagesin red time between Solution components and eventualy between Solution
components, COVA Entity components, and vendor components.
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Interface: Data exchangein abatch processing mode between different application systems or
organizations. The ability to read, write, transmit, receive, andyze for error, etc. data between
the Solution and customer supported applications.

Invitation for Bids (IFB): A document, containing or incorporating by reference the
specifications or scope of work and al contractual terms and conditions, that is used to solicit
written bids for a specific requirement for goods or nonprofessiona services.

LateBid or Proposal: A bid or proposa that isreceived at the place designated in the
Invitation for Bids (IFB) or Request for Proposas (RFP) after the deadline established by the
solicitation.

Offeror: A person or firm that makes an offer in response to a Request for Proposals.

Meta Data Repository: Data about data. Meta data describes how and when and by whom
aparticular set of datawas collected, and how the datais formatted. Meta datais essentia for
understanding information stored in datawarehouses. A meta data repository is the organized
collection of meta data.

Performance Bond: A contract of guarantee executed in the full sum of the contract amount
subsequent to award by a successful bidder or offeror to protect the government from loss due
to the Contractor’ s inability to complete the contract in accordance with its terms and
conditions.

Portal: The portd isthe dectronic gateway through which COVA Entities and vendors
transactions may passin order to do business dectronicaly. The portal presents one face for
procurement to COVA Entities and vendors.

Proposal: An offer made by one party to another as abasis for negotiations, prior to the
cregtion of acontract. An Offeror’s response to a Request for Proposals.

Public Bodies: Towns, counties, locdities, politica subdivisons, etc.

Push Technology: Internet technology that alows information to be delivered or “pushed”
directly to auser rather than the user having to go look for the information.

Request for Proposals (RFP): All documents, whether attached or incorporated by
reference, utilized for soliciting proposals, the RFP procedure requires negotiation with Offerors
(to include prices) as digtinguished from competitive bidding when using an Invitation for Bids.

Solicitation: Invitation for Bids (IFB), Requests for Proposals (RFP), telephone cdls, or any
other document issued by the state to obtain bids or proposas for the purpose of entering into a
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contract.

Solicitation Response: Signed sedled and unseded bids, Signed sealed and unsedled
proposals, etc.

Testing Package Validation: Thisisthefirs forma phase of teting, when commercid
business applications are in use. The package is evauated to determine whether it is properly
configured and performs correctly, and to identify any incompatibilities between the software
package and the environment in which it will operate. Completion of this testing event indicates
the package operates acceptably in the target environment. This testing is standard practice
among organizations that have set up successful testing environments.

Testing Unit: Thisisthe most basic levd of code testing. It has two mgor objectives. to
verify that the application software component’ s code works according to its specifications, and
to vdidate program logic. Unit testing accomplishes these objectives by pinpointing
discrepancies between what an gpplication software component does and what it is expected to
do.

Testing Integration: In thistesting phase, the combinations of individualy unit-tested pieces
of code are tested as they are merged together. This phaseis critical, because it uncovers
errors that cannot be found during unit testing due to the errors occurring in the interactions and
interfaces between units.

Testing Stress. In thistest phase, tests are conducted to check applications and infrastructure
performance a system limits. Thetests are used to determineinitid capacity requirements
necessary to achieve service level performance standards. At a minimum, end-to-end stress
tests should measure: (a) Data transfer time between infrastructure and gpplication components
are stressed to well-defined limits; (b) Database load time to load a specific number of records
and build appropriate indices; (c) Report processing time to complete a specific number of
reports a various business cycles (nightly, weekly, etc.) and recommend job scheduling
software settings, (d) Maximum user concurrency to identify undersized CPU and main memory
server configurations; (€) Impact on desktop/network response time to determine critical
business transactions effect on LAN/WAN/Internet performance (e.g., 5,000 orders per hour
will use 30% LAN bandwidth); (f) Database backup/recovery duration to determine backup
strategy (database backup versus roll-forward or a combination), reduce backup and restore
times, and define storage management requirements. This test will aso provide guidelines for
higorica data archiving strategy for financia and lega purposes.

Testing System: This phaseisthe project team'’sinitid test of the independent Solution
functionality, performance, and appropriateness. It demondtrates that the Solution meets the
origind objectives and requirements and that it works within the defined congtraints.

Testing System Integration: Thistesting event addresses integration of the Solution asa
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whole with existing applications (e.g., purchased packages and legacy applications, internally
developed software), as well as effective security, infrastructure, and network
support/optimization.

2.4.35. Testing User Acceptance: The acceptance test should demondtrate that the Solution meets
the origina business objectives and satisfies user and I'T environment requirements. Thistest
should validate that the Solution fits into the real-world business environment in which it will be
used. Because it tests whether the Solution will be accepted by the user, it requires involvement
of those who will prepare the input, operate the Solution, and use the output.

2.4.36. Unsealed Bid: An unseded written offer conveyed by US Mail, commercid courier service,
facamile, email, or other means. Unsedled bids are normally opened and recorded as
received.

2.4.37. Users. Known and unknown requestors, buyers, vendors, generd public, etc.

2.4.38. Virginia Public Procurement Act (VPPA): Chapter 7 of Title 11, Code of Virginia, whichis
the primary date law pertaining to government procurement from nongovernmental sources.

3. STATEMENT OF NEEDS:

3.1. The Busness Problem — Overview
Throughout the Commonwedlth, day-to-day procurement activities are completed using a variety of
desktop applications, automated purchasing systems and manua processes. These gpplications,
systems and processes do not
a. enable sharing of information and datg;
b. promote cooperative procurement;
c. provide for gpplication of congstent practice and procedure;

d. enable the Commonwealth to leverage its buying power to obtain best vaue for dollars spent; and

e. enable the Commonwedlth to take full advantage of the latest technology to maximize the vaue of its
procurement processes.

Vendors seeking to participate in COVA procurement activities must
a. register with many state agency, indtitution and public body purchasing offices;

b. access avariety of physicd and internet information sources, and
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c. become familiar with amyriad of individua agency, inditution and public body forms and procedurd
requirements.

3.2. The Dedred Solution — Overview

3.2.1. Thedesred Solution should establish a“sngle face for procurement” for COVA Entity Users
and vendors.

3.2.2. Thedesred Solution shall satisfy the Commonwedlth’s needs for the basic functiondity
graphicaly described in RFP Attachment A, Work Breakdown Structure (WBS), and as
generdly categorized initemsathru f and h thru j below. Asindicated below, item g, Surplus
Property, is a category of functiondity that the Commonwealth desires but does not require.

a E-Madl (Reference WBS 1.1) Phase 1 — RFP Section 3.3.
b. Vendor Data Warehouse (Reference WBS 1.2) Phase 1 — RFP Section 3.3.
c. Electronic Posting & Delivery (Reference WBS 1.3) Phase 1 — RFP Section 3.3.
d. Purchasng Data Warehouse (Reference WBS 1.4) Phase 1 — RFP Section 3.3.
e. Electronic Purchasang (Reference WBS 1.5)

f. Receiving & Electronic Invoicing (Reference WBS 1.6)

0. Surplus Property (Reference WBS 1.7) Desired/Not Required

h.  Information Management (Reference WBS 1.8)

I.  Technicd Architecture (Reference WBS 1.9)

J. Services (Reference WBS 1.10)

3.2.3. Itisenvisoned that this“sngle face for procurement” will be a hosted fully integrated internet
web ste (hosted “ Portal”) that takes full advantage of the latest technology, industry standards
and best business practices to enable COVA to maximize the value of its procurement
processes and to reduce costs.

3.2.4. Thedesred Solution isintended to work with and not to replace existing COVA Entity sysems.

It will be up to individual COVA Public Bodies whether they eect to use dl, none, or only

some of the Solution functiondity. State agencies and ingtitutions will determine whether to use
al, none, or only some of the Solution functiondity in accordance with Executive Order 65
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issued May 24, 2000, by the Office of the Governor.

3.2.5. COVA intendsthat the desired Solution be funded using an economic modd that enables
digtribution of costs between COVA Entities, suppliers and other potentia solution-generated
revenue streams as articulated in RFP Section 4.2.32, Pricing and Revenue. Notwithstanding
the foregoing, the economic model shall not result in cogts that create an undue barrier to
participation in the Solution by COV A Entities and suppliers.

3.2.6. TheSolution shall support access by known and unknown Users (e.g., requestors, buyers,
vendors, genera public, etc.).

3.3. The Desred Solution — Deployment / Implementation

COVA envisonsthat Offerors may propose a phased approach (including depth and breadth) to
deployment/implementation of the proposed Solution. Such proposal's should identify the order in which
the proposed functionality will be deployed/implemented, the business rationde and benefit for the
proposed order of deployment/implementation, and the schedule (i.e., dates) by which the proposed
functiondity will be available for initia testing/acceptance and subsequent deployment/implementation.

Not withstanding the provisions of the above paragraph, Offerors are hereby advised that:

a. by February 15, 2001, the Contractor is expected to deploy, asaminimum, the basic functiondity
listed in RFP Sections 3.2.2.athrough 3.2.2.d and any other functiondity or services necessary to
meet this expectation.

b. the expectation set forth above should be reflected in the Offerors proposas and identified as
“Phase 1” functiondity and related services.

c. Offerors proposed plans to meet the above-stated expectation for deployment of Phase 1
functiondity and related services (including depth and breadth) will be given specific consderation
in the evauation of proposas received.

d. Offerors proposed plansto exceed COVA’s minimum expectation for Phase 1 functiondity and
related services (including depth and breadth) will be given specific consideration in the evauation
of proposas received.

e. Offerors proposed plansto achieve the full functionality and related services set forth in this RFP
will be given specific consideration in the evauation of proposas received.

Based on the above considerations, DGS/DPS anticipates close adherence to the following schedule:

June 15, 2000 RFP Issue Date
June 22, 2000 Firgt Deadline for Submission of Questions
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June 27, 2000 Pre-proposal Conference
June 30, 2000 Finad Deadline for Submisson of Questions
August 9, 2000 Deadline for Submission of Proposals
September 7-14, 2000 Oral Presentations, If Requested by DGS/DPS
September 25-28, 2000 Negotiaions
October 13, 2000 Contract Award
February 15, 2001 Implementation of Phase | Functiondity & Services

12/01/2001 or as Otherwise Negotiated  Implementation of Subsequent Phases
Functiondity — The Desired Solution

COVA dediresto receive proposed Solutions that promote process and workflow efficiencies; the
integrity, impartidity, and openness of COVA'’s procurement activities, and compliance with applicable
provisons of the Code of Virginiaincuding the Virginia Public Procurement Act and the Uniform
Electronic Transactions Act. Notwithstanding thisvision, it isnot COVA'’s desire to automate the
existing process.

RFP Attachment B, Process and Document Workflow Concepts, isincluded to demongtrate this vison
and to provide a detailed example of one gpproach to addressng COVA'’sfunctiond requirements. It
should be used as an aide to the Offeror in understanding the COV A vison and should not limit the
Offeror from proposing innovative and cregtive gpproaches to meeting COVA needs.

The Solution should include:

3.4.1. E-Mdl: Provide E-Mdl functiondity of on-line ordering (i.e., the shopping cart experience)
incorporating utilization of state contracts and mandatory sources, and comparison shopping
from vendor price lists and/or open web searches. The process includes:

a.  Requigtion entry to capture purchasing requirements/needs,
b. On-lineordering (i.e., the shopping cart experience);

c. Acceptance of charge card numbers, purchase order numbers, and electronic purchase
ordersin support of payment processing;

d. Provide supplier with eectronic order information; and

e. Capture and provide, a time of order, accounting data to some existing COVA Entity
sysems. Such datamay include:

(1) Vendor Federal Employee Identification (Tax 1D) Number
(2) Agency or FIPS Number;
(3) Fund/Fund Detall;
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(4) Program/SubProgram,;
(5) Account Code;

(6) Funding Fiscd Year,
(7) Totd Dollar Amount;
(8) Purchase Date; and
(9) FreeForm Fields.

Vendor Data Warehouse: In support of “push technology”, bid lit, eectronic bidding and
other functiondity; capture, store, maintain, alow user update, dlow confirmation, enable
retrieval and reporting of Vendor Data such as:

a.  Vendor demographic information including multiple addresses, service areas, contacts,
phone numbers, fax numbers, and e-mail addresses,

b. Vendor busness classfications such as resdler, manufacturer, small business, women-
owned business, minority-owned business, etc.;

c. Regidration information including products/services provided (using commodity codes such
as the NIGP code structure), solicitation “remit-to”, W-9 type data, and EFT codes,;

d. Producing vendor lists that can be used for activities such as distribution of procurement
documents (e.g., solicitations) by various methods including mail, individua and broadcast
e-mail, and individual and broadcast fax;

e. Sign up for email natification for posted procurement opportunities (i.e., solicitations); and

f.  Vendor performance assessment information on specific procurements.

Electronic Pogting and Ddlivery: Provide capability to eectronicaly post and distribute
procurement related notices and information such as solicitations, award notices and bid results.

Purchasing Data Warehouse: Capture, store, maintain, enable retrieva and reporting of
purchasing data and €l ectronic documents such as.

a. Procurement transactions passing through the Solution;

b. Loading of charge card transactions captured by the charge card vendor(s) which were
processed outside the Solution; and

c. Provide meta data repository providing data dements, definitions, and attributes.

Electronic Purchasing: Enable the Division of Purchases and Supply and those COV A Entities
choosing to utilize this component, to conduct the entire procurement process eectronicaly
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from the point of need through contract adminigtration. Intermediate stages of the process may
indude:

a. Entry and/or interface of requisitions;

b. Routing requisitions for approva (according to an organization’s business rules);

c. Searching and sdecting suppliers,

d. Option to fulfill requistions through the E-Madll;

e. Option to fulfill requisitions utilizing on-line bidding (e.g., reverse auction) functiondity;
f.  Creating and sending solicitations;

0. Secure submission of bids and proposals as set forth in RFP Section 3.5.7.h,;

h. Evduating bids and proposals;

i. Creating and sending purchase orders, contracts, purchase order changes, and contract
modifications to suppliers;

j. Capture and provide, at time of order, accounting data to some existing COVA Entity
systems. Such data may include:

(1) Vendor Federd Employee Identification (Tax D) Number
(2) Agency or FIPS Number;

(3) Fund/Fund Detail;

(4) Program/SubProgram;

(5) Account Code;

(6) Funding Fiscd Year;

(7) Tota Dollar Amount;

(8) Purchase Date; and

(9) Free Form Fields

k. Contract administration and closeot.
3.4.6. Recalving and Electronic Invoicing: Facilitate the payment process by providing the capability

to capture recelving and invoice data within the Solution and pass this datalinformation
electronicdly to existing COVA Entities that choose to participate.

3.4.7. Surplus Property: Provide functiondity to support management of the COVA Surplus Property
program including property redistribution among quaifying COVA Entities, aswell as property
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avallahility to E-Mdl and Electronic Purchasing and private sdes such as auctions and bids.

3.4.8. Informaion Management: Provide capabilitiesto store, manage, report, analyze and archive
procurement related information and documents such as:

a. Standard commodity code data;

b. Standard specification documents and other reference documents such as CAD drawings,
Spreadsheets, word processing documents, images, etc.;

c. Tracking of procurement transactions,

d. Workflow management and gpprovals,

e. Standard and ad-hoc reporting of dl transaction and configuration data;
f. Digplay, aray and andyze the data grephicdly and numericaly;

0. Reporting and andysis of purchasing and vendor data; and

h. Capture professond experiencesin knowledge base, acting as a source for help and
lessons learned.

3.4.9. Savices Enableinterfaceswith existing COVA Entity systems which include PeopleSoft,
Oracle, KPMG (APICS and Famous), SCT Higher Education Administration Systems.

COVA Entitieswith exigting purchasing systems may dedire to interface to different pointsin this
process such as.

a. Requigtionsfrom COVA Entity sysemsto the Solution for processing by the Divison of
Purchases and Supply;

b. Vendor bid list information from the Solution to COVA Entity systems; and/or

c. Soliatationsfrom COVA Entity sysems to the Solution for €ectronic posting and ddivery
(push).

3.4.10. Web Sarvices,
a Be bleto dl COVA Entities and vendors from a common WEB address.

b. Provideweb hosting services that:
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(1) providethe highest level of security, availability, and responsveness,
(2) monitor and report system usage and performance statistics, and

(3) maintain separate training, testing, and production environments for COVA Entity use
throughout the life of the contract.

3.4.11. Sawvices
a. Support DGSDPS s statewide procurement role;
b. Support activities of some 450-500 state agencies, ingtitutions, and public bodies; and
c. Support 4,000 or more concurrent sessions during pesk usage.
3.5. Technicd Architecture

This procurement requir es provisoning of an externaly hosted gpplication. As such, COVA will not
specify hardware or software requirements. To ensure a successful implementation, the Solution must
follow best practicesin its design, deployment, and adminigtration. COVA expects the highest level of
data security and application availability/performance. Data stored on the Solution must bein a secured
database environment and available only to defined processes. The externa application provider
should use gppropriately secured servers. Adminigrative access into the Solution should be minimized
and well controlled. The Contractor will be required to regularly communicate to COVA aligt of
system adminigtrators. The Contractor must have written security policies and procedures and
appropriate processes to ensure they are followed. The Solution shall be web server centric, requiring
only astandard web-browser to access and utilize basic functiondlity of the Solution.

3.5.1. Paformance and Reliability
a. Portable and Scalable
(1) The Solution should be portable and scalable across multiple hardware, operating
systems, web servers, and database management systems. The Solution should have
deployment options which include:

Operating Systems. Windows NT and UNIX
Database Management: Oracle and SQL Server

(2) The Solution’s Database Management System should be ODBC and/or OLE DB
compliant.

(3) The Solution’s architecture should provide well defined dternatives to correct
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performance and scaability bottlenecks.
b. Avalaility

The Solution should be architected to ensure 100% availability between peak use hours
(i.e., 8am —5pm EST, Monday —Friday). Sufficient redundancy must be maintained so
that the system appears to be available 24-hours-a-day 7-days-aweek. Redundant
servers, mirrored servers or fail-over devices should be architected so failure of asingle
component does not affect overal system availability. Multiple points of presence to
multiple Internet Service Provider’s (ISP s) should aso bein place.

Within the firgt year of implementation, it is expected that the Solution will reach a 100%
level of avallability from 8am- 5pm EST Monday thru Friday. Availability is defined asthe
ability to process transactions according to Service Level Agreement (SLA) performance
levels

C. RegponseTime

The Solution should be monitored using an independent response time measurement
sarvice. The Solution should meet or exceed the response time average of the independent
time measurement services weekly response ste benchmark.

The benchmark standard should caculate the average response time experienced by a
control group of world wide web users on the Internet across the United States during peak
use hours 8am —5pm EST Monday — Friday.

3.5.2. User Interface
a. Client Access
(1) Accessto the Solution shall be through aweb browser. The Solution shall support
multiple client web browsers. At aminimum the Solution should support current

versons of Microsoft Internet Explorer, Netscape Navigator (Communicator), and
AmericaOn-Line Browser.

Most Browsers By Brand Preference
DPS Web Stats For The Period May 1 thru May 31, 2000

AOL 23,919 Sessons 45.78% Of All Sessons
MS Internet Explorer 18,398 Sessions 35.21% Of All Sessons
Netscape 7,617 Sessions 14.58% Of All Sessons
Other 1,457 Sessions 2.79% Of All Sessons
WebTV 444 Sessions 0.85% Of All Sessons
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M SProxy 407 Sessions 0.78% Of All Sessons
Opera 2 Sessons 0.00% Of All Sessions
L otus Notes 2 Sessons 0.00% Of All Sessons

Most Popular User Operating Systems Used For Access.

DPS Web Stats For The Period May 1 thru May 31, 2000

Windows 98 26,883 Sessions 51.45% Of All Sessons
Windows 95 15,812 Sessions 30.26% Of All Sessons
Windows NT 4,263 Sessions 8.16% Of All Sessions
Unknown 3,046 Sessions 5.83% Of All Sessons
Windows 3.1x 1,189 Sessions 2.28% Of All Sessons
Maclntosh PPC 804 Sessions 1.54% Of All Sessons
Maclntosh 199 Sessions 0.38% Of All Sessons
Sun OS 24 Sessons 0.05% Of All Sessions

(2) The Solution should require only a standard Internet connection and TCP/IP protocol
to access most Solution modules. Access requirements through firewals should be
clearly identified and follow standard port designations where possible.

(3) COVA understands the Solution data warehouse components may require additiona
reporting/client access software. The overal Solution should include dl software
necessary for data warehouse access.

. Ease Of Use

(1) The Solution’s web ste screen design should minimize the user’ s visud, intellectud,

mental and motor work.
(2) The Solution’sweb ste should have clear and logicad navigetion, text, and visud ads.
(3) Desgn dements should be standardized and used consistently.

(4) The Solution’s web site should guide new and experienced users by providing obvious
navigation paths.

(5) All linksshould have text |abels that are easily understood, descriptive, and predictive
of the information contained beyond the link.

(6) Text should be brief and succinct. The site should minimize horizontd scanning.

(7) Color and graphics should be used to guide Users through the site. The pages should
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make sense visudly.

(8) The Solution should be designed to customize the look and behavior of web sessions
for senders and recipients.

(9) Usersshould have atext only option.

(10) The Solution should ensure downloads are short (5-10 seconds or less) even under
poor Internet conditions.

c. Persondization and Profiles
The Solution should provide the following functiondity:

(1) Thereuse of Users demographic information including name, shipping addresses,
invoicing addresses, e-mail addresses, etc.

(2) Accessto information and processes based on the User’ s class, role, and/or individual
requirements.

(3) Authenticate and control order, payment, and supply limits.

(4) Provide for learning buying or supplying preference.

(5) Single Sign-On

0] The Solution should streamline the use of Solution modules and required access

to other web sites through a single authentication event. Users of the Solution
should be able to research, post solicitations, place orders, conduct open
buying activities, and respond to solicitations, etc. without the need to remember
multiple user-ids and passwords, entering the same user id and password
multiple times, or having to logon multiple times between Solution components.

(i) Establishing and removing access to the Solution and dl of its functions should
require only one registration or revocation event.

(6) Digitd Wallet

The Solution should enable adigitd wallet that stores and retains credit card payment
and billing/shipping information including account numbers at the User’ s request/option.

3.5.3. DaaManagement / Catdog Management



RFP No. 194.0-12RPB
Page 21 of 62

a. Data Congistency

All COVA datashall be backed up daily and stored in a secure off-site location. Data
entered between full backup cycles must be managed in a manner to ensure no loss of data
due to hardware, software, or user error.

b. Information Management

The Solution should provide information that enables COVA Entities to manage the
procurement process spanning both buyers and vendors. The Solution should support a
combination of interna buyer-managed content, externa vendor managed content and
network-managed content. Appropriate information views should span trading partners
cregting gppropriate externa views of transaction data. For example, the Solution should
provide vendor access for the analysis of buying patterns or their products. Inasmilar
manner, a buyer should have access to buying patterns across dl COVA Entities and
vendors for acommodity or specific product. Output reports, anadyses, etc. should be
complete, accurate, and secure.

COVA should have the capability to restrict access to sendtive purchase information or
patterns. For example, purchase information of equipment used for public safety should not
be released without specific approva.

c. Ownership and Portability
(1) All stored data and information shall be owned by the Commonwedlth.

(2) The Contractor shall ensure the portability of al stored data and information.

(3) The Contractor shall ensure gppropriate logical and physica access and handling of
hosted Solution data.

(4) The Contractor shall protect against data leakage.

(5) The Contractor shall obtain written approva from the DPS Contract Administrator
prior to re-sdle or non-COVA use of information.

d. DataPossession
(1) The Contractor shall ensure that each COVA Entity is provided the ability to extract a
copy of the Entity’ s data transactions at regular intervals and in aformat prescribed by
COVA.

(2) The Contractor shall ensure that the COVA Department of Genera Services, Division
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of Purchases and Supply is provided the ability to extract on demand adl COVA Entity
transactionsin aformat prescribed by COVA.

e. The Solution should manage both structured and unstructured data. The information
architecture should provide for ensuring the confidentidity of specified document sections.

f.  The Solution should support buyer-managed, vendor managed and network-managed
catalog content.

(1) Buyer-managed catalogs should alow buyers and vendors to store catal og data on
COVA Entity premises or on the Solution’s Site and to maintain the catalog accurately
by automated updates from buyers and-vendors.

(2) Vendor managed catalog support should permit the Solution to connect directly to
vendor sites and view red-time contract-specific cataogs.

(3) Network-managed support should alow the Solution to access catal ogs aggregated
from many vendors by an intermediary.

(4) The Solution should provide for the web-hosting of and development assistance for
vendor catalogs.

g. TheSolution should provide for on-line data retention of al transactions aminimum of 5
years without affecting Solution response time and performance. The Solution should
provide an dectronic audit trail and effective dating of key information componentsto alow
higtoric retracing of events without the need to reload historic point-in-time databases.

h. Content Management / Taxonomy

(1) The Solution should provide alogica organization for search and sdection of common
items across multiple vendor catdogs.

(2) The Solution should support acommodity code hierarchy, such asthe NIGP code
structure.

(3) The Solution should provide for free-form searches of cataog items.
3.5.4. Integration
a. All components and functiondity of the Solution should be integrated.

b. COVA anticipates that more than one commercidly available software package will be
used to provide dl COVA desired functiondity. The Solution should integrate these
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packages into an easy-to-use “seamless’ offering. Integration should:

@
)
3

(4)

Q)

Include transfer of required data throughout all procurement activities.
Include a angle log-infuser authentication event per end-user session.

Automate the process of sending and receiving files, messages, and documents to and
from the Solution server for delivery.

Incorporate the use of digital Sgnature certificatesin the sgning of procurement
documents.

Incorporate the use of smart cards and biometrics security devices.

3.5.5. Intefaces

a. The Solution should include a comprehengve set of standard application interfaces that
COVA Entities may choose to incorporate into their existing service infragtructures. This
st of interfaces should separate data by COV A Entity and should include a a minimum:

@
)
3
(4)
Q)
(6)

()
(8)
©)

vendor regigtration data export (new vs. modified),

vendor bid list export,

e-mall shopping results export,

requigition import,

solicitation import and export (minimum of MS Office, RTF, and pdf formats),

solicitation changesimport and export (minimum of M S Office, RTF, and pdf
formats),

vendor bid import,
solicitation bids/responses export,

order dataimport (for pass through ordering from COVA Entity enterprise systems),

(10) order data, including accounting data export,

(11) invoiceimport and export,
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(12) purchase transaction summary export,

(13) vendor catalog import (for hosting),

(14) receiving data export, and

(15) vendor performance dataimport and export.

b. Theinterfaces should be based on industry standards and be supported by one or more
magor high-level languages, such as C++, Java, and COBOL.

c. Theinterfaces should accommodate the following uses:
(1) Interface the Solution with existing COVA enterprise resource planning systems.
(2) Interface the Solution with vendor catalogs and order fulfillment systems.
(3) Interface the Solution with related e-government gpplications.
3.5.6. Document Exchange
a. The Solution should provide for document exchange between senders and recipients that
use different software gpplications and fonts. The Solution should provide ameansto

ensure documents can or cannot be changed based on sender’ s preference.

b. The Solution should be cagpable of automating mass mailing of documents. Mail sent from
the Solution should be capable of retrieving addresses from a directory.

3.5.7. Security and Encryption

As security technologies on the Internet continue to evolve, the Solution should not use
proprietary security solutions. Open protocols like Web-based SMIME for end-to-end
encryption, and Secure Sockets Layer (SSL.) technology for document encryption and
protection during transmission to and from the web servers will be preferred over proprietary
security solutions providing Smilar functionality. As browser-based security changes, the
Solution should be able to leverage new technology without sgnificant change.

The Solution should provide the following security functions:

a. The Solution should support clear text and encrypted email transmissions with clear text
and/or encrypted attachments.

b. The Solution should ensure that dl eectronic file and message transfers are accuratdy
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date and time stamped, identify file and message owner, are restricted to appropriately
authorized individuas, and maintain file and message integrity and confidentidity. Time
and date stamps should be managed in a manner to ensure non-repudiation.

. The Solution should ensure that messages, files, and documents can be exchanged
religbly and with confirmation.

(1) Protection during Transmission

All transmissions, online or batch, (from the sender to the server, and from the server
to the recipient) shall be complete, accurate, confidential, secure and protected
againg interception of transmisson content during transit.

(2) Protection on the Server

Whilefiles, data, and documents await retrieva from the server, they should be
protected against unauthorized access and maintain document integrity and
confidentidity. Files, data, and documents should be protected from potential
intruders.

(3) User Authenticetion

Accessto the Solution should provide for strong user authentication. During file and
document transfers the sender should have the option to provide for authentication of
sender and recipient.

. Accessto programs and data shall be restricted to appropriately authorized individuas.
Sengtive/redtricted data shall be stored in amanner that prevents unauthorized viewing,
access, or manipulation (i.e., credit card numbers, socia security numbers, passwords,
etc. shdl be encrypted).

Physica access to computer equipment, storage media, and program documentation shall
be regtricted to properly authorized individuds.

Authorizations and Signatures
The Solution should incorporate utilization of Digitd Sgnatures and/or other forms of user

authorizations which comply with the provisions of the Uniform Electronic Transactions
Act (UETA) as modified and enacted by COVA. (Reference RFP Section 11.F.)

. The Solution should dlow use of smart cards and biometric security devices where strong

authentication is required.
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Secure Submission of Bids and Proposals

The Solution should incorporate functionality that enables vendorsto dectronicaly submit
secured bids and proposals. This functiondity should enable COVA to:

(1) demondtrate the date and time bids and/or proposals were received;
(2) demondtrate the date and time bids and/or proposals were opened;

(3) determine that bid and/or proposal documents were not opened, viewed, and/or
dtered from the time dectronicdly transmitted by the bidder or offeror; and

(4) share bid and/or proposal documents among various COV A procurement officids
responsible for their receipt, evaluation, and award determination/processing.

3.5.8. Business Practices and Related Procedures

a. The Contractor’s business practices and policies and procedures should provide

b.

reasonabl e assurance that:

(1) Changes, enhancements and new modules to the Solution (hardware, systlems
software, application) are authorized, tested, approved, properly implemented, and
documented;

(2) The Solution modules perform as documented;
(3) The Contractor can provide continuity of operations

The Contractor should ensure that employees with access to sengtive data and/or
operations successfully complete acrimina background check.

The Contractor should arrange for an annual independent report on the controls
employed by the Contractor over the functions and services provided under this contract.
Thereview shall be conducted by a qudified entity which meets the Divison of
Purchases and Supply’s approva. The Offeror should specify the frequency and type of
report(s) to be issued such as the American Indtitute of Certified Public Accountants
(AICPA) Statement on Auditing Standards No. 70 (Type I1), Reports on the Processing
of Transactions by Service Organizations, or areport based on the AICPA’s Web Trust
standards.

The Contractor should perform periodic audits that test the security of the Site and gauge
its resstance to intrusion.
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e. The Contractor shall develop a Service Level Agreement (SLA) with COVA that may
include performance criteria such as gpplication availability, application response time,
number of problems, satisfaction with help provided, and projects on time and on budget,
costs and/or revenue objectives met.

3.5.9. Upgrade and Version Controls

COVA Entities will require time and assistance to effectively respond to modifications or
upgrades to the Solution that require modifications or upgrades to COVA Entity hardware,
software, processes, or interfaces. The Contractor should develop a configuration/change
management plan that addresses this requirement.

3.6. Contractor Services
3.6.1. Procedure Development and Documentation
a.  Procedure Development

The Contractor shall work with the COVA Department of Genera Services Project
Team to develop and document appropriate procedures to ensure Solution and Solution
Usars compliance with mandatory and desirable purchasing laws, regulations and policies.

b. On-LineHdp

Extensve online hep is envisoned to be akey component of the Solution. The Contractor
should provide adocumentation package that is an ble, online help feature of the
Solution.

c. Printed Documentation

The Contractor should provide a master copy of each manual/guide for the proposed
Solution. The Contractor should aso provide manua updates corresponding to any
change/update in the Solution. Each manua/guide and update thereto should be provided
in reproducible hard and dectronic formats.

At aminimum, the following manuas'guides should be provided:

(1) UsersGuide
Thismanud should include step-by-step indructions to dl system functions available
to Usars. Thismanud should indude policy guiddinesfor the entry of information to

the Solution as wdll as an introduction to the Solution; functions of each Solution
component; ingructions on queries, al available reports and sample queries and
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reports with complete ingtructions on ther purpose and how they are generated. This
manud should aso include “ cheat sheets’ which can be displayed for easy reference
by Users.

(2) Operations Manud

Thismanud should provide atechnica description of the system and its operations. A
summary sheet should be supplied which can be displayed for easy reference by IT
Support Staff.

(3) Procedures Manua

This manud will be used in conjunction with dl traning. The manud should include
detailed procedures for dl system functions, aswell as security and quaity control.
Each manud should be a complete guide to the operation of dl activities associated
with aparticular function. Thismanuad should describe in narrative fashion each step
involved in performing an activity. A “cheet sheet” adso should be provided for each
activity. The manua for each function should be organized by activity and must
contain a comprehensive index so areader is directed to the proper procedure for
each activity.

Integration Services
Integration of Solution components and functionality is described in RFP Section 3.5.4.

Asthe Solution and use of the Solution evolves, COVA Entities and/or vendors may desire
additiond integration components for functionality such as

(& Integrate with the Solution and COV A Entities databases and ERP applications.
(b) Integrate with the Solution and vendors' catalogs and supply chain gpplications.

() Augment or replace sub-components of the Solution with COVA specified delivery
gateways.

To ensure COVA Entities and/or vendors have access to the optiona integration services
necessary to meet such evolving requirements, proposas shdl include time and materid rates for
purchase of supplementa integration services on an as needed basis by COVA Entities and
vendors.

Interface Services

The Contractor shall offer optional time and materiads rates for services necessary to develop
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interfaces between the Solution and existing COVA Entity and Vendor systems. These
services will be for interface requirements other than the standard interfaces identified in RFP
Section 3.5.5. These optiond time and materias services should include trandation services
for those COVA Entities and Vendors that have dready established interface utilities based on
existing sandards.

Examples of existing COVA Entity sysemsinclude:

(a)PeopleSoft

(b) Cracle

(9KPMG (APICS and Famous)

(d) SCT Higher Education Adminigration Systems
(6)AMS — American Management Systems

3.6.4. Implementation Services

a. The Contractor should provide a mature project management methodology and use
gructured systems development and implementation methodologies. 1t is highly desirable
for the Contractor to provide a dedicated Project Manager that will coordinate with the
COVA Department of Generd Services Functiona and Technica Project Managers. The
Contractor’s Project Manager will be expected to prepare steering committee briefings,
status reports, and regular project work plan updates, and work with the COVA
Department of Genera Services Project Team in implementing the Solution. The
Contractor’s Project Manager’ s responsibilities will indude:

(1) Project Work Plans And Schedules;

(20 Regular Status Reporting;

(3) Task Assgnment For All Contract And Sub-contract Personnd;

(4)  ldentification Of Tasks Required To be Performed by COVA Entities,

(5) Deveopment Of Project Documentation And Deliverables (see below);

(6) Compliance With Agreed To Methodologies And Standards;

(7) Rik Andyss And Contingency Planning;

(80 Teding To Include Product, Unit, Integration, Systems, Systems Integration, And
Stress,

(99 Test Results Documentation;

(10) Data Converson Planning And Vdidation

(11) Assgance With User Acceptance Testing;

(12) Quaity Assurance;

(13) Change Management And Issue Resolution;

(14) Security Architecture And Roles Design;

(15 Pogt Implementation Review; and

(16) Cugtomer Satisfaction Assessment.
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b. The Contractor should plan on developing, and providing in eectronic format, the following
project documentation and deliverables.

D
2
3
(4)
()
(6)
(7)
(8)
(9)
(10)

(11)
(12)

(13)

(14)
(15)
(16)
(17)

(18)
(19)
(20)
(21)
(22)
(23)
(24)
(25)

(26)
(27)
(28)
(29)
(30)
(31)
(32)

Weekly Progress Status Reports,
Basdine Project Plan And Regular Updates To Project Plan;
Web-hogt Risk Management Plan;
Web-host Transaction Incident Management Plan;
Web-host Business Continuity Plan;
Web-host Configuration Management Plan;
Solution Service Leve Agreement And Monitoring Plan;
Application Development Configuration Management Plan;
Project Risk Management Plan;
Change Compliance Issues Strategies (identification of problems that will prevent use
of the Solution and strategies to resolve the problems);
Change Management Plan,
Application Impact Document (effect of implementation on COVA enterprise
goplications and agency/loca government applications,
Logicd Desgn Documents Indluding:
Findized Requirements Document
Fit/Gap Andysis Documentation

- ToBeDataModds

- To BeProcess Models
Programming Specifications,
Interface Specifications,
Data Converson Maps And Programming Specifications,
Data Conversgon Vdidation Strategy, Programming And Vdidation Report
Development;
Data Vdidation Strategy;
Test Schedule;
Test Scripts And Resullts;
DatalProcess Authorization To Role Security Matrix;
Post Implementation Review Plan And Survey Documents;
Customer Assessment Document;
A web-hosted Application That Meets The Requirements Of This RFP,
Assistance With Any Required Control Table Data Setup And Documentation Of
Setup Decisions,
Training Program Materids And Initid Training;
A Marketing Program;
Cugtomer Care Facility;
Operating Procedures;
User Documentetion;
Systems Documentation; and
Data Retention Program And Archive Process.
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c. Proposadsshdl include optiona time and materias rates for implementation services for
purchase as needed by COV A Entitiesdesiring implementation services not specificaly
identified in the preceding paragraphs

Data Conversion Services

The Contractor shall provide time and materials conversion services for existing vendor,

commodity code and contract data files and load them into the Solution. Active data files will

be provided to the Contractor as ASCII flat files.

In addition, the Contractor shall provide optiond time and materias data converson services

for purchase as needed by COV A Entities and vendors desiring data conversion services not

specificdly identified in the preceding paragraph.

All Data Conversion services will include testing of data conversion programs and data
vaidation ass stance after the move to production.

Catdog Services

The Contractor shall offer optiona time and materials services for purchase as needed by
COVA Entities and vendors desiring development assi stance and hosting of catal ogs.

Help Desk —“Customer Care”

The Contractor shall provide “Help Desk” support services to Users of the Solution.  These
sarvices should be available Monday through Friday, 8am-5pm EST and should indlude:

a.  resolution of problems and questions regarding the use, functiondity and cgpabilities of
the Solution;

b.  provison of specific information on al services offered as part of the Solution;
c.  dissemination of information to Users on changes/enhancements to the Solution;
d. provison, mantenance and management of web-based problem reporting functionaity;

e.  web published announcements, “frequently asked questions and answers’, and new
information regarding the Solution;

f.  notification to COVA adminigtrators of planned and unplanned Solution maintenance;

g deveopment and maintenance of a call/contact escaation procedure;
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h.  monitoring and reporting to COVA adminidrators customer satisfaction ratings.
3.6.8. Traning and Documentation

For the life of the Contract, the Contractor shall maintain avirtua computer-based training
environment for COVA Entity use.

a. The Contractor shall develop and deliver comprehensive training as follows:
(1) User Traning
Initid User training for not |ess than 20 COVA employees using the Solution
(2) IT Support Staff Training

Initid training for not less than 20 COV A project staff, hardware and network support
dtaff, software support staff, and production processing staff in the use and support of
the Solution including methodol ogies, automated tools, system software and gpplication
software.

(3) “Tran-The-Trane” Training

Training for not less than 20 COVA employees who may ddiver supplementd training
to additional COVA Entity and vendor Users of the Solution, aswell asto COVA
Entity and vendor IT Staff supporting the Solution.

Generdly, this comprehensive training should include step-by-step written (paper and
electronic) procedures and directionsin the use of dl activities supported by the Solution.
A copy of dl training materid and indruction manuas shall be provided to the COVA
Department of Generd Servicesfor future training it conducts. All training materids and
instructor manuals (paper and eectronic) provided by the Contractor to the COVA
Department of Generd Services shall become the property of the Commonwedth and, as
such, the Commonwealth can copy and distribute this property without restriction.

b. For COVA Entitiesand Vendors

Proposals shall include, for purchase as needed by COVA Entities and vendors, training
options such as.

(1) Follow-up training for COVA Department of Generd Sarvices Usars, IT Support Staff and
Trainers.
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(2) Initid and follow-up training for other COVA Entity Users, IT Support Staff, and Traners.
(3) Initid and follow-up training for Vendors.

Thisoptiond training may include categories for on-site (alocation specified by the COVA
Entity or Vendor), off-ste (alocation specified by the Contractor), and/or virtual computer-
based training. Furthermore, COV A Entities and vendors may aggregate their training
requirements to achieve cos efficiencies. Thisoptiond training should include step-by-step
written (paper and electronic) procedures and directions in the use of dl activities supported
by the Solution. All training materids and ingtructor manuas (paper and e ectronic)
provided by the Contractor to COVA Entities or vendors shall become the property of the
Commonwedlth and, as such, the Commonwealth can copy and distribute this property
without restriction.

3.6.9. Conaulting Services (Time and Maerias)

The Contractor shall offer the Commonwealth, COVA Entities, and vendors optiond time
and materias consulting and customization services for purchase on an as-needed-basis.

3.6.10. Travel and Travel-Rdated Expenses

The Contractor and the COV A Entity or the vendor shall mutualy agree on the scope of
reasonable travel and travel-related expenses for which the COVA Entity or the vendor will
be responsible in conjunction with the purchase of any optiona services provisoned in the
Contract. At the COVA Entity’s or the vendor’ s option, it may eect to make some travel
arrangements (e.g., ar travel, hotdl, renta cars, etc.) on adirect bill basis. The Contractor
and the COV A Entity or the Vendor may mutudly agree to establish maximum reimbursable
ratesfor someor al travel and travel-related expenses. The scope of reasonable travel and
travel-related expenses for which the COVA Entity or the Vendor will be responsible shall
be documented on or before the services for which such expenses may accrue are booked
and delivered.

3.7. Exit, Trangtion, and Escrow Strategy

COVA needsto plan for the potential transfer of the Solution to another contractor. The transfer
could occur upon expiration, cancellation, or termination of the contract.

COVA needs to understand current business practicesin thisarea. The Offeror should provide
srategies and dternatives for the trangtion of the Solution that protects COVA Entities and vendors
investment in training and interface bridges and programs.

The Offeror should describe any escrow arrangements or other strategies for the Solution and Solution
datathat could be negotiated to ensure COV A Entities and vendors can continue to use the Solution in
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the event the Offeror is no longer capable of providing or supporting the Solution.

4. PROPOSAL PREPARATION AND SUBMISSION REQUIREMENTS

41. Genead Requirements

4.1.1.

RFP Response:

In order to be considered for salection, Offerors must submit a complete response to this
RFP. One (1) origind and fifteen (15) copies of each proposa must be submitted to the
issuing state agency. No other digtribution of the proposal shall be made by the Offeror.

a. Origind. Theorigina proposa shal be signed by an authorized representative of the
Offeror. Thisorigind proposd shdl include:

The complete origind RFP, in printed form, with signed covershest;

The origind sgned RFP Addenda, if any, in printed form;

The Completed RFP Attachment C, Offeror’s Data Shedt, in printed form;

The Completed RFP Attachment D, Submission Forms. Participation In State
Procurement Transactions By Small Businesses and Businesses Owned By
Women and Minorities, in printed form;

All information requested in the RFP, in printed form;

A CD-ROM disc containing the RFP response filesin Microsoft Office Word 97
or lower;

The completed RFP Attachment E, Pricing and Revenue Workbook, in printed
form; and

A separate CD-ROM disc containing the completed RFP Attachment E, Pricing
and Revenue Workbook, in Microsoft Office Excd 97.

Each component of the origina proposal must be clearly labeled “Origind” .

b. Copies. Copiesof the proposd shdl include:

A copy of the signed RFP covershest, in printed form;

Copies of the sgned RFP Addenda, if any, in printed form;

The Completed RFP Attachment C, Offeror’s Data Shedt, in printed form;

The Completed RFP Attachment D, Submission Forms. Participation In State
Procurement Transactions By Small Businesses and Businesses Owned By
Women and Minorities, in printed form;

All information requested in the RFP, in printed form;

A CD-ROM disc containing the RFP response filesin Microsoft Office Word 97
or lower;

The completed RFP Attachment E, Pricing and Revenue Workbook, in printed
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form; and
A separate CD-ROM disc containing the completed RFP Attachment E, Pricing
and Revenue Workbook, in Microsoft Office Excdl 97.

41.2. Proposa Preparation:

(& Theorigind RFP cover page shdl be sgned by an authorized representative of the
Offeror. Theorigina proposal must be clearly marked on the outside of the proposd.
All information requested shall be submitted. Failure to submit al information requested
may result in the issuing agency requiring prompt submission of missing informeation
and/or giving alowered evaluation of the proposd. Proposdswhich are substantialy
incomplete or lack key information may be rejected by the issuing agency. Mandatory
requirements are those required by law or regulation and are such that they cannot be
waived and are not subject to negotiation.

All information requested by this Request for Proposal's on the ownership, utilization and
planned involvement of small busnesses, women-owned businesses and minority-
owned businesses must be submitted. If an Offeror failsto submit dl information
requested, the issuing agency may require prompt submission of missing information
after the receipt of vendor proposals.

(b) Proposds should be prepared smply and economically, providing a straightforward,
concise description of capabilities to satisfy the requirements of the RFP. Emphasis
should be placed on completeness and clarity of content.

(c) Proposds should be organized in the order in which the requirements are presented in
the RFP.

All pages of the proposa should be numbered.

Each paragraph in the proposa should reference the paragraph number of the
corresponding section of the RFP. It isaso helpful to cite the paragraph number,
subletter, and repest the text of the requirement as it ppearsin the RFP. If a
response covers more than one page, the paragraph number and subletter should be
repeated at the top of the next page.

The proposd should contain atable of contents which cross references the RFP
requirements.

Information which the Offeror desires to present that does not fall within any of the
requirements of the RFP should be inserted at an appropriate place or be attached
at the end of the proposad and designated as additiond materidl.

Proposals thet are not organized in this manner risk eimination from consideration if the
evaluators are unable to find where the RFP reguirements are specifically addressed.
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(d) Theorigind and each copy of the proposa should be bound or contained in asingle
volume where practicd. All documentation, except product literature and marketing
brochures, submitted with the proposd should be contained in that single volume.
Product literature/brochures should be contained in agngle separate volume.

Submission of duplicate volumes of product literature and marketing brochures is not
desired.

(e) Ownership of dl data, materials and documentation originated and prepared for the
State pursuant to the RFP shdl belong exclusvely to the State and be subject to public
ingpection in accordance with the Virginia Freedom of Information Act. Trade secrets
or proprietary information submitted by an Offeror shdl not be subject to public
disclosure under the Virginia Freedom of Information Act; however, the Offeror must
invoke the protection of Section 11-52-D of the Code of Virginia, in writing, either
before or at the time the data or materia is submitted.

The written notice must specificaly identify the data or materias to be protected
and dtate the reasons why protection is necessary.

The proprietary or trade secret materia submitted must be identified by some
distinct method such as highlighting or underlining and must indicate only the specific
words, figures, or paragraphs that congtitute trade secret or proprietary information.

The dlassification of an entire proposal document, line item prices and/or total proposd
prices as proprietary or trade secrets is not acceptable and will result in rejection of the
proposal.

Ord Presentation: Offerors who submit a proposa in response to this RFP may be required
to give an ord presentation of their proposa and scripted demondtrations of the functionaity
included in the proposed Solution. This provides an opportunity for the Offeror to clarify or
elaborate on the proposal. Thisisafact finding and explanation session only and does not
include negatiation.

Offerors selected to participate in ord presentations and scripted demongtrations will be
required to provide letters of commitment from each partner and/or subcontractor named in
the Offeror’s proposa. These letters will be requested at the time oral presentations are
scheduled. The letters must be provided prior to or a the time of oral presentations.

The Purchasing Office reserves the right to require Offerors to bring key employees (e.g.,
designated Project Manager) as well as representatives of proposed partners and/or
subcontractorsto ora presentations and scripted demonstrations.

The Issuing Agency will schedule the time and location of these presentations. Ord
presentations and Solution demongtrations are an option of the Issuing Agency and may or
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may not be conducted.

Specific Proposal Requirements:

Proposas should be as thorough and detailed as possible so that the RFP Evauation Committee can
properly evauate your capabilities to provide the required goods/services. Offerors are required to
submit the following items as a complete proposdl:

4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

The complete and signed RFP response as itemized in RFP Sections 4.1.1. and 4.1.2.

A written narrative statement describing the Offeror's qudifications, capabilities and
experience asthey rdate to its ability to provide the proposed Solution. This response shall
include

a. information that identifies and describes the Offeror’ s business,

b. the Offeror'sbusiness operating structure;

c. the Offeror'sbusiness geographica locations and operating levels including nationd,

regiond, and locd levels, and parent corporation and/or subsidiary, if any;

the Offeror’ s experience performing in the capacity of prime contractor;

the Offeror’s project and contract management infrastructure;

the Offeror’ s experience in integrating multiple projects into one cohesive project plan;

the Offeror’s experience (including specific examples) in performing work smilar to the

prospective project;

h. information that describes the Offeror’ s competency in business model awareness,
goplication integration, trading community management;

@ "o o

A complete listing of key personnd, by employer (including proposed subcontractors), to
be assigned to performance of the contract. Include:

Individua names and resumes including current employer, certifications held, and
intended utilization;

Evidence of individua knowledge, experience, and proficiency in the area of intended
utilization;

A personnd plan showing organizationd hierarchy; and

Edtimated time that each individud will be dedicated to the contract.

A complete ligt of the technology partners (including subcontractors) the Offeror plansto
utilize in delivering the proposed solution; what each technology partner (including
subcontractor) will do/ddiver; and how the technology partners (including subcontractors)
will be incduded in the Offeror’ s organizationd hierarchy.

An executive summary, including a high-level web map, of the proposed Solution that
provides an overview of the proposed functionality; the components (including specific
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hardware and software) which will be utilized to deliver the proposed Solution; how those
components are integrated with each other; and the underlying technical approach to the
proposed Solution.

A lig of three (3) clients for whom your firm has provided the same or smilar services
required to deliver the proposed Solution. Thislist must include the name and location of
each client dte and identify contact names and telephone numbers.

Written narrative responses to the very specific requirements as detailed in Section 3,
Statement of Needs, of this RFP. The Offeror must respond in the order shown referencing
each paragraph number. Please note the terms “mugt”, “shdl”, “should’, and “may” are
used to identify the criticdity of the requirements. “Must” and “shdl” identify requirements
whose absence will have amagor negative impact on the suitability of the proposed Solution.

Itemslabeled as “should” are highly desirable, dthough their absence will not have aslarge
animpact. Itemslabeled as“may” will be useful but are not necessary. Depending on the
overdl response to the RFP, someindividud “mugt” and “shdl” items may not be fully
satidfied, but it isthe intent to satisfy mog, if not dl, “mugt” and “shdl” requirements. The
inability of an Offeror to satisfy a“mugt” or “shdl” requirement does not automaticaly
remove that Offeror from congideration; however, it may serioudy affect the overdl rating of
the Offeror’s proposal.

A complete description of how the proposed Solution permits workflow management
including, but not limited to, on-line approvas, work assgnment, work tracking, Setistica
workload evauation, and incorporating document imaging management. Discuss how roles,
rules, and routing are configured.

Describe how the Offeror’ s proposed solution employs “Help Desk” or Customer Care
support services. Discusson should include the handling of e-mail and telephonic inquiries,
information on the physicd infrastructure, personnel, and metrics on response accuracy and
timeiness.

Offeror’ s recommendations for achieving COVA Entity, User and vendor buy-in to the
proposed solution (marketing strategy).

Describe Offeror’s plans which will ensure accurate, clean vendor regisiration data and
prevent duplicate data while dlowing for multiple vendor addresses.

Information describing any innovative gpproaches and/or solutions offered by the proposed
Solution but not described in the RFP.

A full discussion of the proposed Solution’s long-term potentid, explaining the features
which will:
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(& help prevent an early obsolescence of the proposed Solution; and
(b) extend the proposed Solution’s life expectancy in the marketplace;
A complete and detailed plan for the training of dl users.

A specific project work plan and schedule including milestone project tasks, deliverables
and timeframes for their completion. Include;

a. A complete description of the functionality (depth and breadth) to be provided by
February 15, 2001, the project work plan and schedule for providing this functiondity
by February 15, 2001, and the roles and responsilities of the Contractor,
subcontractors, and COVA in meeting this critical deadline. Include a discusson on the
development process to be used to ensure ddlivery of business functiondity in the
agreed to timeframe.

b. A complete description of the functiondity (depth and breadth) to be provided
subsequent to February 15, 2001, the project work plan and schedule for providing
this functiondity, and the related roles and respongbilities of the Contractor,
subcontractors, and COVA. Include a discussion on the development processto be
used to ensure ddlivery of business functiondity in the agreed to timeframe.

Any software license agreements, software maintenance agreements, and software technical
support agreements which COVA and/or any COV A Entity is expected to execute.

Provide adetailed listing of the hardware and software, including browser plug-ins, required
for client access to the proposed Solution.

Provide technica architecture diagramsthat provide apictoria view of gpplication
modules/functions and the platform on which they reside, data architecture including data
exchange points for COVA Entity legacy applications, vendor’s catalogs, and vendor order
processing and data integration among Solution modules. Describe the devel opment tools
and languages used in developing gpplication modules. Describe the techniques used in
developing application modules. Describe the techniques used to exchange data. | dentify
network architecture components that are shared anong customers and components
dedicated to the proposed Solution.

Diagram the network architecture including network configuration, network access point(s)
to the Internet, note Internet access bandwidth, interna data center network components,
monitoring tools, backup hardware and software, and security hardware and software.
Describe the web-hosting center including geographic locations, power, HVAC, floor
gpace, user accessihility, physical security, and leve of redundancy. Describe platforms
supported (hardware, operating systems, database management) and range of services
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available (including application management, system integration, benchmarking, high-
availability configurations and disaster recovery).

Submit an example service level agreement (SLA) including performance stlandards and
how they will be monitored, tools that will dlow COVA gaff to monitor performance; and
suggested pendties/bonuses for failing to meet or for exceeding the performance standards.
The SLA should include standards for network performance, systems performance,
gpplication performance, service order acknowledgement, customer service response
performance, mean-time-to respond, and mean-time-to repair.

Describe how the web host Site monitors and detects performance and religbility problems.

Provide the last 12 month’s performance Statistics for web host computer center services
avallability and response times. Describe how performance atistics are captured and the
Offeror’s program to gpproach zero-defects service ddivery.

Describe the Web Host Computer controls, policies and procedures as related to RFP
Section 3.5. Provide copies of the web host configuration management plan, security
practice policies and procedures, business continuity plan (disaster recovery plan) and the
web host’s last computer center audit report.

Describe how you plan to provide end-to-end trugt, reliability, availability, and privecy to e-
procurement transactions. Describe how the web site is monitored to detect denia of
service attacks and breaches of security. Describe how security levels among the different
systems (COVA, The Solution, and vendors) will be harmonized. Provide the web host's
computer incident emergency response plan. Provide atemplate/example of an Offeror
developed transaction incident management (TIM) plan.

NOTE: TIM ensuresthat business transactions enable users, consumers, and vendors to
perform business transaction tasks securely and in privacy according to business
specifications and service-level agreements. The objectives of TIM are to detect any kind
of abnorma incidentsin red time and to resolve them rapidly depending on their levels of
business criticdity.

Provide web-hosting center’ s saffing numbers and expertise by shift and geographic
location.

Describe the Offeror’ s system devel opment methodology. Describe how the methodol ogy
ensures quality, long-term flexibility, reuse and optima total cost of ownership. Describe
what provisons the methodology has to support opportunistic projects that must focus on
low initid costs and quick time to market. Provide an gpplications devel opment process
assessment of certification based on SEI’'s Capability Maturity Modd, 1SO900x,
1SO15504, Pressman’s Process Advisor, or Jones certification criteria.
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Describe your testing methodology. Explain how your methodology achieves these testing
gods

a. Veifiesthe Solution meets the business requirements.
b. Ensuresoperationd rdidbility.
c. Ensuresqudity.

Provide metrics on how your testing program identifies and ensures correction of functiond,
data and performance errors or omissions through its phases. Describe the tools and
methods used to functionaly test the Solution. Describe the tools and methods used to
stresstest the Solution’s gpplication, network, and web-host server to ensure response time
and rdligbility guarantees are met. Explain how your qudity assurance program ensures
complex systems can be implemented with only minor errors and omissions. Describe how
your test team organization facilitates tester objectivity and commitment to implementation of
aqudity product. Describe test team members expertise and training in quality
control/quality assurance processes.

Upgrade and modification management and notification plan that satisfies the requirement
st forth in RFP Section 3.5.9.

The Commonweal th recognizes the potentia that the Contractor, the Contractor’ s Partners,
and/or the Contractor’s and/or the Contractor’s Partners' subcontractors and/or employees
could submit bids or proposas in response to solicitations that are processed through the
Solution and/or could have certain business lines related to COV A Entity procurement such
as buying services for vendors. Based on that potentia, describe the controls you would
put in place to ensure such bid activity and business lines do not result in any impropriety or

appearance of impropriety.

Exit, Trangtion, and Escrow Strategy to be utilized upon expiration, cancellation, or
termination of any contract resulting from this RFP.

Annua Financid Report for the most recent accounting period.

Smadll, Women-owned, and Minority Business Participation. The Offeror must submit the
following three sets of data for smal busness, women-owned business, and minority-owned
business. (1) ownership, (2) utilization of smal, women-owned, and minority-owned
businesses for the most recent 12 months, and (3) planned involvement of smal businesses,
women-owned businesses, and minority-owned businesses on this procurement. (Offerors
are required to use the forms provided a RFP Attachment D for submission of this data.)

Pricing and Revenue
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a Gengd

COVA intends that the Solution be funded using an economic modd that enables
digtribution of costs between COV A Entities, suppliers and other potential Solution-
generated revenue streams. As used here, the term “cost” does not refer to the costs
that the Contractor must bear. The term “cost” means the costs paid by any COVA
Entity, supplier, citizen, other user of the Solution or athird party. Notwithstanding the
foregoing, the economic mode shal not result in codts that creste an undue barrier to
participation in the Solution.

Offerors shal respond to this section by presenting each functional component and/or
sarvice of the desired Solution using the ingtructions outlined in RFP Section 4.2.37.b
below and in the MS Excel Price and Revenue Workbook provided as RFP
Attachment E. If additiond functional components and/or services are proposed, the
Offeror shdl list and provide the cost for each asingructed. If afunctiona component
of the desired Solution will not be provided, the Offeror shdl note thisin the gppropriate
schedule.

Offerors are encouraged to be cregtive and innovative in identifying revenue streams
using the ingtructions outlined in this section. It should be noted that the COVA
Department of Treasury is solely responsble for dl banking arrangements for COVA
and that these type arrangements are not included in this RFP.

Currently, Item 75, paragraph B., of Chapter 1073, 2000 Acts of Assembly, authorizes
the provison of atreasury loan to the Department of General Servicesto assstin
financing the Solution. The amount authorized should not be considered the uppermost
cost permissible for such asystem. In addition, other financing strategies could be used.

b. Indructions
(1) Schedule A — Generd Indructions

Offerors shdl submit cost and revenue information for the proposed Solution using
the 5-part format outlined below and included, with detalled ingructions, inthe MS
Excel Workbook provided as RFP Attachment E.

Part | — Cost Worksheset: Using this MS Excd worksheet, the Offeror shall disclose
all cogtsto startup and sustain the Solution for 5 years that would be paid by any
COVA Entity, vendor, citizen, other user of the Solution or third party. Where
costs are dependent on volumes, the Offeror should provide detall on a separate
sheet to identify ranges and any price bresk points. Offerors may submit supporting
documents to clarify the costs presented.
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Part 1| — Revenue Streams Worksheet: This worksheet isintended to provide a
ligting of dl potentid revenue streams within the Solution using the assumption that
the proposed Solution isfully implemented. Examples of revenue streams include
advertising, sdlling data, bid notification, buyer profiles, vendor profiles, vendor
regidration, etc. It isaso intended that Offerors provide clear indication asto
which portions of the Solution the revenue streams would gpply. Revenue streams
should be broken down by anticipated payee (e.g., DGSDPS, other COVA
Entities, vendors, etc.). Where revenue streams are dependent on volumes, the
Offeror should provide detail to identify ranges and any price bresk points. While
actua revenue may change over the contract period, this analyss makesthe
assumption that revenue will not change annudly.

Part 111 — Additional Services Worksheet: Thisworksheet is intended to provide
Offerors ameans of addressing the optional services that will be made available to
COVA Entities and vendors using the Solution. Offerors should break down each
service into cost categories (e.g., different types of programming skill levels for
Interface Development services). Where costs are dependent on volumes, Offerors
should provide detail to identify ranges and any price break points.

Part IV — Significant Impact On Schedules A & B Worksheet: Thisworksheet isto
be used by the Offeror only if a particular component (s) and/or requirement(s) of
the Solution adds significantly to the cost and an aternative can be recommended.
For that component or requirement, indicate the cost savings possible by dtering it
and describe in detail the recommended dternative. Also indicate any effects on
revenue streams.

Part V — Economies of Scale Worksheet: Thisworksheet isto be used by the
Offeror to demonstrate where proposed costs and/or fees can be equitably
adjusted as the Solution achieves economies of scae.

Part VI — RFP Cross Reference List Worksheet: Thisworksheet isalist of the
RFP references for RFP Sections 3 and 4. The Commonwedlth does not guarantee
the completeness of thislist and it is provided only as a convenience to Offerors and
does not absolve Offerors from responsibility to ensure that al sections of the RFP
have been addressed in the proposdl.

(2) Schedule B —Generd Indructions

Offerors may submit an additiona cost and revenue schedule formatted in a manner
that best demongtrates their recommendations for an economic modd for the
Solution. This schedule should be clearly marked as Schedule B.
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(3) Edtimated Metrics

The following metrics and estimates are provided only to assst Offerorsin
preparing Schedules A and B. Proposals should be based on these metrics and
edimates. If any additiona metrics are used in preparing the Schedules, they should
be clearly identified in a separate schedule.

These metrics and estimates are not to be construed as actua volumes or
guaranteed levels;, the Contractor shall perform the contract at agreed-upon
contract prices and fees based on actua usage, regardless of whether such actua
usage is more or less than the estimates provided or otherwise indicated in the RFP.

METRIC ESTIMATE

User Training: 100 employees
IT Support Staff Training: 20 employees
“Train-the-Trainer” Training: 20 employees
# of COVA Entity Buyers. 1,000 buyers

# of COVA Entity Charge Card Users: 1,800 users

# of Registered Vendors: 40,000 vendors

Annual COVA Entity Procurement Total (all types) $1 Billion (goods & services)
Annud # of Solicitations: 60,000 solicitations

Annua # of Purchase Orders(non-charge card): 100,000 orders
Annua # of Charge Card Transactions: 250,000 transactions
Annud # of COVA Entity Contracts: 10,000 contracts
Annua # of Statewide Contracts: 1,000 state contracts

5. EVALUATION AND AWARD CRITERIA:

5.1.

Evduation Criteria

Proposals will be evauated using the following criteria

5.1.1.

5.1.2.

5.1.3.

5.1.4.

5.15.

Overdl Proposd (i.e., Proposed Solution) 25%

Qudification, Cgpability, and Experience of the 20%
Offeror, the Offeror’ s Subcontractors, and Specific
Staff Designated for this Contract

Project Work Plans, Support Plans, Methodologies, 25%
Infrastructure, and Services

Price & Revenue (Economic Modd) 20%
Participation of Small, Women-Owned, and 10%

Minority-Owned Businesses ====
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100%

5.2.  Award of Contract:

Sdection shdl be made of two or more Offerors deemed to be fully qualified and best suited among
those submitting proposas on the basis of the evauation factors included in the Request for
Proposds, including price, if so stated in the Request for Proposals. Negotiations shal be conducted
with the Offerors so selected. Price shal be considered, but need not be the sole determining factor.
After negotiations have been conducted with each Offeror so sdlected, the agency shdl sdect the
Offeror which, in its opinion, has made the best proposa, and shal award the contract to that Offeror.
The Commonwealth may cance this Request for Proposals or regect proposas at any time prior to
an award, and is not required to furnish a statement of the reason why a particular proposal was not
deemed to be the most advantageous. (Section 11-65D, Code of Virginia.) Should the
Commonwedth determine in writing and in its sole discretion that only one Offeror isfully qudified, or
that one Offeror is clearly more highly qudified than the others under consderation, a contract may be
negotiated and awarded to that Offeror. The award document will be a contract incorporating by
reference al the requirements, terms and conditions of the solicitation and the Contractor’ s proposal
as negotiated.

6. REPORTING AND DELIVERY REQUIREMENTS

6.1. The Contractor shall deliver dl reportsto and respond, ordly and/or in writing, to dl inquiries from the
DGS/DPS Contract Adminigtrator or designee. The DGS/DPS Contract Administrator will be
identified upon award.

6.1.2. The Contractor shall provide aperiodic progress report. The specific report schedule will be
determined during contract negotiations and prior to award. The progress report shall outline
the following:

(& Thedatusof adl project tasks.

(b) A summary of any meetings and/or training held during the reporting period.

(¢) Anindicetion of any delays or anticipated delaysin meeting target completion dates.
(d) An explanation of the reasons for any delays or anticipated delays.

(e) A proposed recommended revison to the delivery, indalation, implementation and training
schedule.

6.1.3. The Contractor shall provide afina project completion report.

6.1.4. The Contractor shall periodicaly provide an updated list of system administrators. (See RFP



RFP No. 194.0-12RPB
Page 46 of 62

Section 3.5, Technica Architecture.)

6.1.5. The Contractor shall submit the following reports regarding the utilization of smal businesses,
women-owned businesses, and minority-owned businesses.

(@ Periodic Progress Reports/Invoices: The Contractor shall provide a periodic report on
involvement of smdl businesses, women-owned businesses, and minority-owned
businesses. This report will specify the actua dollars contracted to be spent to date with
such businesses and actud dollars expended to date with such businesses on this contract.
Thisinformation shall be provided separately for smal businesses, women-owned
businesses and minority-owned businesses. The specific reporting schedule will be
determined during negotiations and prior to award.

(b) Find Actud Involvement Report: The Contractor shall submit, within 10 days of
contract completion, areport on the actud dollars spent with small businesses, women-
owned businesses and minority-owned businesses during the performance of this contract.
At aminimum this report shdl include for each firm contracted with and for each such
business class (i.e., smal, women-owned, minority-owned) a comparison of the total
actud dollars spent on this contract with the planned involvement of the firm and business
class as specified in the proposal, and the actua percent of the total estimated contract
vaue.

OPTIONAL PRE-PROPOSAL CONFERENCE

An optional pre- proposa conference will be conducted at 10:00 am. Tuesday, June 27, 2000 at The
Renaissance Business and Conference Center, 107 West Broad Street, Richmond, VA 23220. The purpose
of this conference isto dlow potentia Offerors an opportunity to present questions and obtain clarification
relative to any facet of this solicitation.

While attendance at this conference will not be a prerequisite to submitting a proposa, Offerors who intend to
submit a proposa are encouraged to attend.

Questions to be answered at this pre-proposa conference must be submitted in writing no later than close of
business June 22, 2000 (reference RFP Section 9.8). Submission of questions prior to the pre-proposa
conference will not preclude questions being asked from the floor. Please submit questions to the purchase
officer named on the face of this solicitation by one of the following methods.

By E-Mal To:  e-procurement-buyer@dgs.sateva.us
By Fax To: (804) 371-7877, Attention: Rebecca P. Barnett

Telephone inquiries and/or questions will not be accepted.

Bring a copy of the solicitation with you.
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Any changes resulting from this conference will be issued in awritten addendum to the solicitation.

8. GENERAL TERMSAND CONDITIONS

8.1. VENDORSMANUAL: Thissolicitation is subject to the provisons of the Commonwedth of
VirginiaVendors Manua and any revisons thereto, which are hereby incorporated into this contract
intheir entirety. A copy of the manud is

8.1.1. normaly available for review at the purchasing office,

8.1.2. can be obtained by calling the Division of Purchases and Supply - (804) 786-3845; and/or

8.1.3. can be downloaded from the Divison of Purchases and Supply website at
www.dgs.gtate.va.us/dps (following the prompts in the left column sdect (1) manuds, then (2)
vendors).

8.2. APPLICABLE LAWSAND COURTS: This solicitation and any resulting contract shdl be
governed in dl respects by the laws of the Commonwedth of Virginiaand any litigation with respect
thereto shdl be brought in the courts of the Commonwedth. The Contractor shal comply with all
applicable federd, state and local laws, rules and regulations.

8.3. ANTI-DISCRIMINATION: By submitting their proposds, Offerors certify to the Commonwedth
that they will conform to the provisons of the Federa Civil Rights Act of 1964, as amended, as well
asthe Virginia Fair Employment Contracting Act of 1975, as amended, where gpplicable, the
Virginians With Disgbilities Act, the Americans With Disabilities Act and Section 11-51 of the Virginia
Public Procurement Act.

In every contract over $10,000 the provisonsin 1. and 2. below gpply:
8.3.1.  During the performance of this contract, the Contractor agrees as follows:

(& The Contractor will not discriminate againgt any employee or gpplicant for employment
because of race, religion, color, sex, nationa origin, or disabilities, except where
religion, sex or naiond origin is a bona fide occupationa qudification reasonably
necessary to the normal operation of the Contractor. The Contractor agrees to post in
congpicuous places, available to employees and gpplicants for employment, notices
setting forth the provisions of this nondiscrimination clause

(b) The Contractor, in dl solicitations or advertisements for employees placed by or on
behdf of the Contractor, will state that such Contractor is an equal opportunity
employer.

(c) Notices, advertisements and solicitations placed in accordance with federa law, rule or
regulation shal be deemed sufficient for the purpose of meeting these requirements.
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8.3.2.  The Contractor will include the provisons of 8.3.1. above in every subcontract or purchase
order over $10,000, so that the provisions will be binding upon each subcontractor or
vendor.

ETHICSIN PUBLIC CONTRACTING: By submitting their proposds, Offerors certify that their
proposals are made without collusion or fraud and that they have not offered or received any
kickbacks or inducements from any other Bidder, Offeror, supplier, manufacturer or subcontractor in
connection with their proposd, and that they have not conferred on any public employee having
officid responghility for this procurement transaction any payment, loan, subscription, advance,
depogit of money, services or anything of more than nomind vaue, present or promised, unless
congderation of subgtantidly equa or greater vaue was exchanged.

IMMIGRATION REFORM AND CONTROL ACT OF 1986: By submitting their proposals,
Offerors certify that they do not and will not during the performance of this contract employ illega
dien workers or otherwise violate the provisons of the federa Immigration Reform and Control Act
of 1986.

DEBARMENT STATUS: By submitting their proposals, Offerors certify that they are not currently
debarred by the Commonwesdlth of Virginia from submitting bids or proposas on contracts for the
type of goods and/or services covered by this solicitation, nor are they an agent of any person or
entity that is currently so debarred.

ANTITRUST: By entering into a contract, the Contractor conveys, sells, assigns, and transfers to the
Commonwedth of Virginiadl rights, title and interest in and to dl causes of the action it may now
have or heresfter acquire under the antitrust laws of the United States and the Commonwesdlth of
Virginia, reating to the particular goods or services purchased or acquired by the Commonwealth of
Virginiaunder said contract.

CLARIFICATION OF TERMS: If any prospective Offeror has questions about the specifications
or other solicitation documents, the prospective Offeror should contact the buyer whose name
appears on the face of the solicitation no later than five working days before the due date. Any
revisons to the solicitation will be made only by addendum issued by the buyer.

THE PROVISIONS SET FORTH IN THE ABOVE RFP SECTION 8.8 ARE
SUPERCEDED BY THE PROVISIONS SET FORTH IN RFP SECTION 9.8.

PAYMENT:

8.9.1.To Prime Contractor:

(& Invoicesfor items ordered, delivered and accepted shdl be submitted by the
Contractor directly to the payment address shown on the purchase order/contract. All
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invoices shall show the state contract number and/or purchase order number; socia
security number (for individua contractors) or the federd employer identification
number (for proprietorships, partnerships, and corporations).

(b) Any payment terms requiring payment in less than 30 days will be regarded as requiring
payment 30 days after invoice or ddivery, whichever occurslast. This shal not affect
offers of discounts for payment in less than 30 days, however.

(c) All goods or services provided under this contract or purchase order, that are to be
paid for with public funds, shal be billed by the Contractor &t the contract price,
regardless of which public agency isbeing billed.

(d) Thefollowing shdl be deemed to be the date of payment: the date of postmark in all
cases where payment is made by mail, or the date of offset when offset proceedings
have been indituted as authorized under the Virginia Debt Collection Act.

8.9.2. To Subcontractors:

(& A Contractor awarded a contract under this solicitation is hereby obligated:

(1) To pay the subcontractor(s) within seven (7) days of the Contractor’ s receipt of
payment from the Commonwealth for the proportionate share of the payment
received for work performed by the subcontractor(s) under the contract; or

(2) To natify the agency and the subcontractor(s), in writing, of the Contractor’s
intention to withhold payment and the reason.

(b) To natify the agency and the subcontractor(s), in writing, of the Contractor's intention to
withhold payment and the reason.

(c) The Contractor is obligated to pay the subcontractor(s) interest at the rate of one
percent per month (unless otherwise provided under the terms of the contract) on al
amounts owed by the Contractor that remain unpaid seven (7) days following receipt of
payment from the Commonwedlth, except for amounts withheld as stated in (2) above.
The date of mailing of any payment by U. S. Mail is deemed to be payment to the
addressee. These provisions gpply to each sub-tier Contractor performing under the
primary contract. A Contractor's obligation to pay an interest charge to a subcontractor
may not be congtrued to be an obligation of the Commonwedlth.

8.10. PRECEDENCE OF TERMS: Paragraphs 8.1 through 8.7 and paragraph 8.9 of these Genera
Terms and Conditions shdl gpply in dl ingances. In the event thereis a conflict between any of the
other Generad Terms and Conditions and any Specid Terms and Conditions in this solicitation, the
Specid Terms and Conditions shall gpply.
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QUALIFICATIONS OF OFFERORS: The Commonweath may make such reasonable
investigations as deemed proper and necessary to determine the ability of the Offeror to perform the
services/furnish the proposed Solution and the Offeror shdl furnish to the Commonwedlth dl such
information and data for this purpose as may be requested. The Commonwealth reserves the right to
ingpect Offeror's physica facilities prior to award to satisfy questions regarding the Offeror's
capabilities. The Commonwedth further reserves the right to rgect any proposa if the evidence
submitted by, or investigations of, such Offeror falsto satisfy the Commonwedth that such Offeror is
properly qudified to carry out the obligations of the contract and to provide the services and/or furnish
the proposed Solution contemplated therein.

ASSIGNMENT OF CONTRACT: A contract shdl not be assignable by the Contractor in whole or
in part without the written consent of the Commonwesdlth.

CHANGES TO THE CONTRACT: Changes can be made to the contract in any of the following
ways.

8.15.1. The parties may agree in writing to modify the scope of the contract. An increase or
decrease in the price of the contract resulting from such modification shal be agreed to by
the parties as a part of their written agreement to modify the scope of the contract.

8.15.2. ThePurchasng Agency may order changes within the general scope of the contract at any
time by written notice to the Contractor. Changes within the scope of the contract include,
but are not limited to, things such as services to be performed, the method of packing or
shipment, and the place of delivery or ingdlation. The Contractor shdl comply with the
notice upon receipt. The Contractor shal be compensated for any additional costs incurred
asthe result of such order and shall give the Purchasing Agency a credit for any savings.
Said compensation shdl be determined by one of the following methods:

(& By mutud agreement between the partiesin writing; or

(b) By agreeing upon aunit price or using a unit price st forth in the contract, if the work to
be done can be expressed in units, and the Contractor accounts for the number of units
of work performed, subject to the Purchasing Agency's right to audit the Contractor's
records and/or to determine the correct number of units independently; or

(c) By ordering the Contractor to proceed with the work and keep arecord of al costs
incurred and savings redized. A markup for overhead and profit may be dlowed if
provided by the contract. The same markup shdl be used for determining adecrease in
price asthe result of savings redized. The Contractor shal present the Purchasing
Agency with dl vouchers and records of expenses incurred and savings redized. The
Purchasing Agency shdl have theright to audit the records of the Contractor asiit
deems necessary to determine costs or savings. Any clam for an adjusment in price
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under this provison must be asserted by written notice to the Purchasing Agency within
thirty (30) days from the date of receipt of the written order from the Purchasing
Agency. If the partiesfail to agree on an amount of adjustment, the question of an
increase or decrease in the contract price or time for performance shal be resolved in
accordance with the procedures for resolving disputes provided by the Disputes Clause
of this contract or, if there is none, in accordance with the disputes provisons of the
Commonwedth of VirginiaVendors Manud. Neither the existence of aclam nor a
dispute resolution process, litigation or any other provision of this contract shal excuse
the Contractor from promptly complying with the changes ordered by the Purchasing
Agency or with the performance of the contract generdly.

DEFAULT: In caseof failureto ddiver goods or servicesin accordance with the contract terms and
conditions, the Commonwedth, after due ord or written notice, may procure them from other sources
and hold the Contractor responsible for any resulting additiona purchase and administrative cogts.
Thisremedy shdl be in addition to any other remedies which the Commonwedth may have.

TAXES: Sdesto the Commonwedth of Virginiaare normaly exempt from State sdestax. State
sdes and use tax certificates of exemption, Form ST-12, will be issued upon request. Ddliveries
againg this contract shal usually be free of Federa excise and transportation taxes. The
Commonwedth's excise tax exemption registration number is 54-73-0076K.

SPECIAL TERMSAND CONDITIONS

9.1

9.2.

9.3.

9.4.

9.5.

ACCEPTANCE PERIOD: Any proposa submitted in response to this solicitation shal be vaid for
120 days. At the end of the 120 days the proposa may be withdrawn at the written request of the
Offeror. If the proposd is not withdrawn & that time it remainsin effect until an award is made or the
solicitation is canceled.

ADDITIONAL INFORMATION: The Commonwedth reservestheright to ask any Offeror to
submit information missing from its offer, to darify its offer, and to submit additiond information which
the Commonwealth deems desirable.

ADVERTISING. Without prior written permisson from the Divison of Purchases and Supply, the
Contractor shal not state in any of the advertising or product literature that the Commonwed th of
Virginiaor any agency or inditution of the Commonwedth has purchased or uses its products or
services.

AUDIT: The Contractor hereby agreesto retain al books, records, and other documents relative to
this contract for five (5) years after find payment, or until audited by the Commonwedlth of Virginia,
whichever is sooner. The agency, its authorized agents, and/or State auditors shall have full accessto
and the right to examine any of said materias during said period.

AVAILABILITY OF FUNDS: It isunderstood and agreed between the parties herein that the
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agency shdl be bound hereunder only to the extent of the funds available or which may heresfter
become available for the purpose of this agreement.

BEST AND FINAL OFFER (BAFQ): At the concluson of negotiations, the Offeror(s) may be
asked to submit in writing, abest and find offer (BAFO). After the BAFO is submitted, no further
negotiations shall be conducted with the Offeror(s). The Offeror(s) proposa will be rescored to
combine and include the information contained in the BAFO. The decison to award will be based on
the find evauation induding the BAFO.

CANCELLATION OF CONTRACT: The purchasing agency reservesthe right to cancd and
terminate any resulting contract, in part or in whole, without pendty, upon 60 days written notice to
the Contractor. In the event the initia contract period is for more than 12 months, the resulting
contract may be terminated by either party, without pendty, after theinitia 12 months of the contract
period upon 60 days written notice to the other party. Any contract cancellation notice shadl not
relieve the Contractor of the obligation to deliver and/or perform on dl outstanding orders issued
prior to the effective date of cancdllation. Cancellation of Purchases Orders shdl be madein
accordance with Section 7-12 of the Vendors Manuals.

CLARIFICATION OF TERMS: (Supercedes RFP Section 8.8). If any prospective Offeror has
questions about this RFP, any RFP Attachment, or any other document or standard incorporated by
reference, the prospective Offeror shdl tender the question in accordance with the following schedule
and provisons

9.8.1. Prior To The Pre-proposa Conference

To ensure the purchasing agency is properly prepared and staffed to respond to questions at the
pre-proposal conference, prospective Offerors are requested to submit their questions, in
writing, no later than close of business June 22, 2000. These questions shal be faxed or e-
mailed to the buyer whose name, fax number, and e-mail address gppear on the face of this
solicitation. Telephone questions will not be accepted.

9.8.2. After The Pre-proposa Conference And Prior To The Proposal Submission Deadline

After the pre-proposal conference, the deadline for submitting additional questionsis close of
business June 30, 2000. These questions shall be faxed or e-mailed to the buyer whose name,
fax number, and e-mail address appear on the face of this solicitation. Telephone questions will
not be accepted.

USER ACCEPTANCE TESTING: The Solution specified in the Contract, and/or any subsequent

modifications, upgrades, etc. thereto, shall be considered ready for user acceptance testing upon
receipt of documentation from the Contractor that final systems integration testing and stress testing
has produced aleve of quality demongtrating that the Solution, and/or any subsequent modifications,
upgrades, etc., thereto, meets the minimum desigr/performance capabilities stipulated in the Contract.
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The Solution, and/or any subsequent modifications, upgrades, etc., thereto, shall be deemed ready for
testing on the next caendar day following receipt of this documentation. During the user acceptance
testing period, if the procuring agency determines that the Solution, and/or any subsequent
modifications, upgrades, etc., thereto, does not meet the requirements stated in the Contract, the
Contractor shdl, a no additiona charge, correct al deficiencies and/or errors so that the Solution,
and/or any subsequent modifications, upgrades, etc., thereto, conforms to the Contract. The procuring
agency will provide written confirmation of its acceptance following successful completion of the
acceptance testing period. Such acceptance shal not be conclusive of complete conformancein al
respects to the contract specifications and other requirements, or the nonexistence of potentia latent
defects.

Acceptance Tedting: To qudify for acceptance, the Solution, and/or any subsequent modifications,
upgrades, etc., thereto, must perform in accordance with the technica specifications and functiona
descriptions contained or referenced in the Contract, at an average effectiveness level of 98% or
more, caculated over a period of 168 continuous hours. The Commonwedth shdl not pay any
charges, either beforehand or retroactively, associated with the Contractor’ s requirement to achieve
this performance levd. If the Solution, and/or any subsequent modifications, upgrades, etc., thereto,
does not meet the standard of performance during the 168 continuous hour test, the acceptance
period may continue on aday to day basis until al technical and functiona requirements comprisng
the Contract concurrently meet the 98% Solution availability leve or the Commonwedth will not
accept the Contractor’s Solution, and/or any subsequent modifications, upgrades, etc., thereto,
identified in the Contract and the Contract shal automatically terminate at no cost to the
Commonwedth.

Should it be necessary, the Commonwedth may delay the start of acceptance testing but such a ddlay
shall not exceed thirty consecutive days.

9.10. BONDS (Proposa and Performance)

9.10.1. Proposa (Bid) Bonds Or Guarantee

Each proposa shall be accompanied by a proposa (bid) bond or guarantee in the amount of
$150,000, which shall be a certified check, cash escrow or aproposal (bid) bond payable to
the Treasurer of the Commonwesdlth of Virginia. The sureties of dl bonds shal be of such
Surety company or companies as are approved by the State and are authorized to transact
business in the Commonwedth of Virginia. Such proposal (bid) bond or check shdl be
submitted with the understanding thet it shall guarantee that the Offeror will not withdraw its
proposa during the period of 120 days following the opening of proposds; that if such proposa
is accepted, as negotiated, the Offeror will accept and perform under the terms of the Request
for Proposals, the Offeror’s proposal as negotiated, and purchase order or contract. The
proposa (bid) guarantee will be returned upon award of contract.

9.10.2. Performance and Payment Bonds
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The successful Offeror shall ddliver to the purchasing office an executed Commonwedlth of
Virginia Standard Performance and Labor and Materid Payment Bonds, each in the sum of the
contract amount, with the Commonwedth of Virginiaas obligee. The surety shdl be a surety
company or companies approved by the State Corporation Commission to transact businessin
the Commonwedlth of Virginia. No payment shal be due and payable to the Contractor, even
if the contract has been performed in whole or in part, until the bonds have been ddivered to
and approved by the purchasing office. Standard bond formswill be provided by the
purchasing office prior to or at the time of award.

9.11. CONFIDENTIALITY: The Commonwedth agrees that neither it nor its employees, representatives,
or agents shal knowingly divulge any proprietary information with respect to the operation of the
software, the technology embodied therein, or any other trade secret or proprietary information
related thereto, except as specificaly authorized by the Contractor in writing or as required by the
Freedom of Information Act or smilar law. It shdl be the Contractor's responsbility to fully comply
with Section 11-52 D. of the Code of Virginia. All trade secret or proprietary information must be
identified in writing or other tangible form and conspicuoudy labeled as "proprietary” either prior to or
at the time of submission to the Commonwesdlth.

9.12. DRUG FREE WORKPLACE: The Contractor acknowledges and certifies that it understands that
the following acts by the Contractor, its employees, and/or agents performing services on state
property are prohibited:

9.12.1. The unlawful manufacture, distribution, dispensing, possession or use of acohol or other drugs;
and

9.12.2. Any imparment or incgpacitation from the use of acohol or other drugs (except the use of drugs
for legitimate medical purposes).

The Contractor further acknowledges and certifies that it understands that a violation of these
prohibitions congtitutes a breach of contract and may result in default action being taken by the
Commonwedth in addition to any crimina pendties that may result from such conduct.

9.13. EXCESSIVE PERFORMANCE FAILURES: The Solution furnished under the contract shdl be
capable of continuous operation. Should the Solution fail to meet the performance standards outlined
in the annua Service Level Agreement, the Contractor agrees to remit pendties as defined in the
annud service leve agreement. Inoperability and performance gatistics shall be accumulated by the
Contractor using automated tracking tools. Access to the reports and raw tracking data shall be
available to COVA adminigirators 24x7. In the event the the Solution fails to meet service levels for
more than five (5) consecutive caendar days, the Contractor shdl promptly replace equipment,
improve the application or increase bandwidth a no charge upon request of the procuring agency.
Such replacements, modifications, or additions shdl be ingtaled and operationa within one (1) day
following the request.
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FIELD MODIFICATIONS AND/OR ENGINEERING CHANGES: During the term of the
Contract, the Contractor agrees to ensure modifications and or engineering changes conform to the
provisons of a mutualy agreed to configuration/change management plan. There shdl be no charge to
the Commonwedth for any such modification and/or engineering change. Such changes shal be made
at timeswhich will not impact the user’ s business operations.

FUTURE EVOLUTION AND NEW DEVELOPMENT OF SERVICES: Itistheintent of this
Contract to alow the inclusion of new services (products, functiondity, etc.) asthey are developed
and tested by the industry. Should new equipment, products, functionality, etc., be developed that
would precipitate new Services (products, functiondity, etc.) being available to the Commonwedlth,
then at the Commonweslth’s sole discretion, these new services (products, functiondity, etc.) may be
added to the Contract via a Modification mutualy agreed upon by both parties.

IDENTIFICATION OF PROPOSAL ENVELOPE: If aspecid enveopeisnot furnished, or if
return in the special envelopeis not possible, the signed proposa should be returned in a separate
envelope or package, sedled and identified asfollows:

From:

Name of Offeror

Street Address or P.O. Box No.

City, State, Zip Code

RFP Number:
Due Date/Time:
Name Of Contract Officer:

DEPARTMENT OF GENERAL SERVICES
DIVISION OF PURCHASES AND SUPPLY
ATTN: BID TABULATION -3 FLOOR
805 EAST BROAD STREET

P.O. BOX 1199

RICHMOND, VA 23218-1199

The envelope should be addressed as directed on Page 1 of the solicitation.

Hand-ddiver response to: Mail response to:
805 East Broad Street — 3 Floor P.O. Box 1199
Richmond, VA 23219 Richmond, VA 23218-1199
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If aproposa not contained in the specia envelope is mailed, the Offeror takes the risk that the
envelope, even if marked as described above, may be inadvertently opened and the information
compromised which may cause the proposal to be disquaified. Proposas may be hand ddivered to
the designated location in the office issuing the solicitation. No other correspondence or other
proposals should be placed in the envelope.

INDEMNIFICATION: Contractor agrees to indemnify, defend and hold harmless the
Commonwedth of Virginia, its officers, agents, and employees from any clams, damages and actions
of any kind or nature, whether a law or in equity, arisng from or caused by the use of any materids,
goods, or equipment of any kind or nature furnished by the Contractor/any services of any kind or
nature furnished by the Contractor, provided that such ligbility is not attributable to the sole negligence
of the usang agency or to fallure of the usng agency to use the materids, goods, or equipment in the
manner aready and permanently described by the Contractor on the materials, goods or equipment
delivered.

INSURANCE: By signing and submitting a proposal under this solicitation, the Offeror certifiesthet if
awarded the contract, it will have the following insurance coverages at the time the contract is
awarded. For congtruction contracts, if any subcontractors are involved, the subcontractor will have
workers compensation insurance in accordance with Sections 11-46.3 and 65-800 et seq. of the
Code of Virginia.

The Offeror further certifies that the Contractor and any subcontractors will maintain these insurance
coverages during the entire term of the contract and that al insurance coverages will be provided by
insurance companies authorized to sl insurance in Virginia by the Virginia State Corporation
Commission.

INSURANCE COVERAGES AND LIMITS REQUIRED:

(& Worker's Compensation - Statutory requirements and benefits.
(b) Employers Liability - $100,000.

(c) Gened Lidbility. The Commonwedth of Virginiaisto be named as an additiona insured with
respect to the services being procured. This coverage isto include Premises/Operations Lidhility,
Products and Completed Operations Coverage, Independent Contractor's Liability, Owner's and
Contractor's Protective Liability, Persond Injury Liability, and Property Ligbility. Contractor shdl
maintain such insurance as necessary to protect itsdf from clams arising out of the performance of
this Contract. Contractor shdl indemnify and hold harmless the Commonwedth, its officers,
agents and employees from any and dl clams, suits, actions, liabilities and costs of any kind,
including attorneys fees, for persond injury and damage to red or persond property arising from
the wrongful acts or omissions of the Contractor, its agents, officers, employees and/or sub-
contractors.
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(d) Automobile Liability - $500,000.

NONVISUAL ACCESS TO TECHNOLOGY: : All information technology which, pursuant to this
Agreement, is purchased or upgraded by or for the use of any State agency or ingtitution or politica
subdivison of the Commonweslth (the “ Technology™) shal comply with the following nonvisud
access sandards from the date of purchase or upgrade until the expiration of this Agreemen.

(&) Effective, interactive control and use of the Technology shdl be readily achievable by nonvisud
means,

(b) The Technology equipped for nonvisud access shdl be competible with information technology
used by other individuals with whom any blind or visudly impaired user of the Technology
interacts,

(c) Nonvisud accesstechnology shdl be integrated into any networks used to share communications
among employees, program participants or the public; and

(d) Thetechnology for nonvisua access shal have the capability of providing equivaent access by
nonvisua means to telecommunications or other interconnected network services used by
persons who are not blind or visualy impaired.

Compliance with the foregoing nonvisud access sandards shdl not be required if the head of the using
agency, inditution or politica subdivision determines that (i) the Technology is not avallable with
nonvisua access because the essential eements of the Technology are visua and (ii) nonvisud
equivaence is not available.

Ingtalation of hardware, software, or periphera devices used for nonvisua access is not required
when the Technology is being used exclusvely by individuas who are not blind or visudly impaired,
but gpplications programs and underlying operating systems (including the format of the data) used for
the manipulation and presentation of information shal permit the ingtalation and effective use of
nonvisua access software and periphera devices.

If requested, the Contractor must provide a detailed explanation of how compliance with the
foregoing nonvisua access gandards is achieved and a vaidation of concept demonstration.

The requirements of this Paragraph shdl be construed to achieve full compliance with the Information
Technology Access Act, 8§ 2.1-807 through 2.1-811 of the Code of Virginia.

OWNERSHIP OF INTELLECTUAL PROPERTY:: All copyright and patent rightsto al papers,
reports, forms, materids, creations, or inventions created or developed in the performance of this
contract shal become the sole property of the Commonwealth. On request, the Contractor shall
promptly provide an acknowledgment or assgnment in atangible form satisfactory to the




9.21.

9.22.

9.23.

RFP No. 194.0-12RPB
Page 58 of 62

Commonwedth to evidence the Commonwedlth's sole ownership of specificdly identified intellectud
property created or developed in the performance of the contract.

PRIME CONTRACTOR RESPONSIBILITIES: The Contractor shal be responsible for
completely supervisng and directing the work under this contract and al subcontractors that he may
utilize, usng his best skill and attention.  Subcontractors who perform work under this contract shal
be responsible to the prime Contractor. The Contractor agrees that heis as fully respongble for the
actsand omissons of his subcontractors and of persons employed by them as he isfor the acts and
omissons of his own employees.

PRODUCT SUBSTITUTIONS: During the term of any contract resulting from this solicitetion, the
Contractor is not authorized to subgtitute any item for the product(s) identified in the Contract without
the prior written consent of the Contracting Officer whose name appears on the front of this
solicitation, or their designee.

PROPRIETARY INFORMATION, DUPLICATION AND DISCLOSURE: The Contractor
agrees that by virtue of performing the Contract it (the Contractor) will have accessto information
proprietary to the Commonwedth of Virginia, its vendors, and contractors and that disclosure of such
information could cause irreparable damage to the Commonwedth and its citizens. Therefore,
Contractor agrees to hold al information disclosed through performance of this Agreement in gtrict
confidence as required by this Section and to use such information only in performance of this
Contract. No information provided by or to the Commonwedlth shal be duplicated or furnished to
others without the prior written consent of the Commonwedth of Virginia, Department of Generd
Services, Divison of Purchases and Supply (DPS).

Contractor acknowledges that in the course of performing services hereunder its personnel and sub-
contractors (if any) will have access to confidentia information about the Commonwedth’s business,
operations, employees, customers, and vendors. Contractor agrees that, except as directed by DPS,
the Contractor, its employees, and its sub-contractors shall not a any time during or after the term of
this Contract (a) disclose any Confidentia Information to any third party, (b) permit any third party to
examine and/or make copies of any reports, documents or eectronic data containing Confidentia
Information (whether they are prepared by Contractor or come into Contractor’ s possession or
Contractor’s control by reason of Contractor’s services) or (c) use any Confidentid Information for
any reason other than in the performance of services hereunder. Upon termination or expiration of
this Contract, Contractor shal return to the Commonwedth or a the Commonwealth’ s request
destroy al reports, documents, eectronic data and other matter in Contractor’ s possession or under
Contractor’s control that contain or relate to Confidentid Information. Contractor may disclose
Confidentia Information to such of its personnd as have a need therefor in the performance of their
duties for the Commonwesdth, provided, however, that Contractor shdl inform al such personnd of
their confidentidity obligations hereunder and shdl use its absolute best efforts to ensure their
compliance therewith. Contractor shal not be required to treet as confidentid any information which:

(@ Contractor can demondtrate was in its possession prior to execution of this Contract;
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(b) Has become generdly avallable in the public domain without breach of this Agreement; and/or
(c) Becomeslawfully available to Contractor from a source other than the Commonwesdlth.

ANY RELEASE OF PROPRIETARY OR CONFIDENTIAL INFORMATION BY THE
CONTRACTOR OR CONTRACTOR'S EMPLOY EES AND/OR SUBCONTRACTORS
SHALL BE CONSIDERED A BREACH OF THISCONTRACT. THE CONTRACTOR
SHALL NOT USE THE CONFIDENTIAL INFORMATION OF THE COMMONWEALTH
FORITS OWN BENEFT OR FOR THE BENEFIT OF ANY THIRD PARTY. THE
PROVISIONS OF THIS SECTION SHALL CONTINUE IN PERPETUITY AND SURVIVE
ANY TERMINATION OR EXPIRATION OF THIS AGREEMENT.

RETURN OF ASSETS: Except as otherwise provided in the Contract, or upon termination of the
Contract, the Contractor shdl return al Commonwealth-owned assetsincluding, but not limited to,
stored data and information.

SERVICE PERIOD (ROUTINE): At aminimum, the Contractor shdl provide toll free telephone
support Monday through Friday, 8:00 am. to 5:00 p.m. (EST), excluding state holidays, with atwo
(2) hour return cal response time.

SUBCONTRACTS: In the event that the Contractor desires to subcontract some part of the work
specified herein, the Contractor shdl furnish the purchasing agency the names, qudifications and
experience of its proposed subcontractors. No portion of the work shdl be subcontracted without
prior written consent of the purchasing agency. The Contractor shdl, however, remain fully liable and
responsible for the work to be done by its subcontractor(s) and shal assure compliance with all
requirements of the contract.

APPROVAL OF CONTRACTOR/SUBCONTRACTOR PERSONNEL : Personnd commitments
identified in the Contractor’ s proposa shal be considered mandatory to the work performed under
the resulting contract. Staffing must include those individuals proposed. With the exception of death
or the remova of personne who have permanently terminated employment or who become
unavailable due to an extended illness, no changes to personnel will be made by the Contractor or the
Contractor’ s Subcontractors without prior written consent of the Purchasing Agency. Replacement of
any personnd, if goproved, shal be with personnd of equd ability, experience and qudifications.

The Contractor’s key personnd shall not be diverted from the project without prior written consent of
the Purchasing Agency. Key personnd are those individuas who are determined by the Purchasing
agency to be centrd to the management of the project and the devel opment/implementation of the
Solution. Changes or diversion of Contractor key personnel without prior written consent of the
Purchasing Agency will be sufficient grounds for termination of the contract for defaullt.

If personnel are lost because of death, termination or extended illness, the Contractor will replace
them within ten (10) working days, including pre-approva of the replacement. The Purchasing
Agency may agpprove up to aten (10) working day extension for replacement of these personnel if the
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Contractor submits a written request for an extenson of time. The Contractor shdl include in the
required status reportsiits efforts and progress in finding replacements and the effect of the absence on
the progress of the project. In addition, the Contractor shall make interim arrangements to assure that
the project’ s progress is not adversaly affected by the loss of the personnel.

TERM OF CONTRACT: Provided the Contract has been properly executed by the Contractor, it
shdl become effective on the date it is executed by the Commonwed th, and shall continue for a
period of five (5) years unless (a) otherwise mutualy agreed prior to award and/or (b) sooner
terminated as provided in the Contract. Upon expiration of the initia Contract term, the Contract may
be renewed for five (5) additiond two (2) year periods, at the Commonwedth’s sole discretion.
Should the Commonweslth choose to renew the Contract, a written notice will be sent to the
Contractor approximately 120 days prior to the end of the then-current term. Price
Increases/decreases may be negotiated only at the time of renewa or as otherwise agreed prior to
contract award. The Contract shdl continue after the expiration date only for the functiona activities
initiated by the Commonwedth prior to the expiration date.

THIRD PARTY ACQUISITION OF SOFTWARE: The Contractor shdl notify the procuring
agency in writing should the intellectua property, associated business, or al of its assets be acquired
by athird party. The Contractor further agrees that the contract's terms and conditions, including any
and dl licenserights and related services, shdl not be affected by the acquisition. Prior to completion
of the acquisgition, the Contractor shal obtain, for the Commonwedth's benefit and deliver thereto, the
assignee's agreement to fully honor the terms of the contract.

TITLE TO SOFTWARE: By submitting a proposd, the Offeror represents and warrants that it isthe
sole owner of the software or, if not the owner, that it has received dl legdly required authorizations
from the owner to license the software, has the full power to grant the rights required by this
solicitation, and that neither the software nor its use in accordance with the contract will violate or
infringe upon any patent, copyright, trade secret, or any other property rights of another person or
organization.

PATENT AND COPYRIGHT INDEMNITY: The Contractor will indemnify and defend the
Commonwedth of Virginiaagaing any dams that the Solution infringes any patent or copyright;
provided that the Contractor is given prompt notice of such clam and is given information, reasonable
assistance, and sole authority to defend or settle the claim. In the defense or settlement of the claim,
the Contractor shdll, in its reasonable judgement and &t it option and expense; (a) obtain for the
Purchasing Agency theright to continue using the Solution; (b) replace or modify the Solution so thet it
becomes non-infringing while giving equivaent performance; or () if the Contractor cannot obtain the
remediesin (a) or (b) above asits sole obligation, terminate the license for the infringing Software and
upon receipt of the infringing Software, return the license fees and dl software maintenance fees paid
by the Purchasing Agency for such Software, prorated over afive year term from the contract award
date. The Contractor will have no ligbility to indemnify or defend the Commonwedlth of Virginiato
the extent the aleged infringement is based on: (8) a modification of the Software by anyone other
than the Contractor, or (b) use of the Software other than in accordance with the Documentation.
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9.32. YEAR 2000 COMPLIANT (AND ENABLED) WARRANTY : The Contractor warrants thet all

software, firmware and hardware product(s) delivered to the Commonwealth of Virginia under any
Agreement, and which is used in accordance with the product documentation provided by the
Contractor, shdl be Y ear 2000 compliant (and enabled). All products shall accurately process dl
date-change data from gtart to finish, including, but not limited to, twentieth, twenty-first centuries and
leap year caculaions.

Any product provided under this Agreement discovered not to be compliant after acceptance shdl be
corrected by the Contractor at no additional cost to the Commonwealth. Failure to correct the
deficiency shdl subject the Contractor to default action.

10. ATTACHMENTS:

11.

Copies of the below-listed RFP Attachments can be downloaded from the DPS E-Procurement Solution
webste (www.dgs.state. vaus'dpse-pro-rfp).

A.

B.

E.

WORK BREAKDOWN STRUCTURE
PROCESS AND DOCUMENT WORKFLOW CONCEPT
OFFEROR' SDATA SHEET

SUBMISSION FORMS: PARTICIPATION IN STATE PROCUREMENT TRANSACTION
BY SMALL BUSINESSES AND BUSINESSES OWNED BY WOMEN AND MINORITIES

PRICE AND REVENUE MS EXCEL WORKBOOK (MS Excdl)

REFERENCE MATERIALSAND RELATED INFORMATION

Asacourtesy to potentid Offerors, the purchasing office has made the following reference materids and
related information available on (or in some cases viaalink on) the DPS E-Procurement Solution webdite
(www.dgs.gate.va.usdps/e-pro-rfp).

A.

B.

COVA Agency Procurement and Surplus Property Manua (APSPM)
COVA Vendors Manual

Linksto COVA Entity Procurement Websites

The Governor’s Executive Order 65, Issued May 24, 2000

The Virginia Public Procurement Act
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F. Uniform Electronic Transaction Act (UETA) As Modified And Enacted By COVA



